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Abstract

Understanding and analyzing binary code is fundamental to many
security-critical tasks, such as reverse engineering and vulnerability
discovery. As machine learning has become integral to these tasks,
techniques from other domains have been transferred to binary
code analysis. In particular, inspired by computer vision, data aug-
mentation has recently been proposed to improve performance in
code analysis tasks. However, prior work considers only a limited
set of transformations and downstream tasks, making it difficult to
draw broader conclusions about when and how augmentation is
effective. In this work, we thus take a step back and systematically
study the role of data augmentation in binary code analysis. To
this end, we introduce a unified framework that encompasses both
semantic-preserving and semantic-altering code transformations
for augmentation. We evaluate the impact of augmentation across
multiple tasks, including function similarity, parameter analysis,
and vulnerability discovery. Our findings reveal a key difference
from computer vision: in binary code analysis, augmentation is
not a silver bullet. While code transformations can improve per-
formance when training data is scarce, the gains diminish as more
data becomes available. We conclude that augmentation is only
beneficial under specific conditions and therefore derive practical
recommendations for its application.
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1 Introduction

Binary code analysis is essential for understanding closed-source
software, supporting a broad range of tasks, from detecting vul-
nerable or malicious code in binaries to reconstructing program
semantics during reverse engineering [33, 35, 56]. At a finer level of
granularity, tasks such as function boundary detection [3], param-
eter identification [10], and extraction of compilation details [43]
serve as essential building blocks for analyzing and understanding
binary code. While traditional tools for these tasks require substan-
tial manual engineering, machine learning has transformed this
dynamic by enabling solutions to be learned directly from data. As
a result, learning-based methods have become a crucial instrument
to improve and automate binary code analysis.

Substituting these manual tasks, however, is not straightforward,
as machine learning critically depends on both the quality and the
quantity of the available data. One method that has consistently
led to performance improvements, by increasing the size and diver-
sity of training data, is data augmentation. While its application is
straightforward in many domains, such as computer vision [27, 46],
where common augmentations include rotations, brightness adjust-
ments, or cropping, a similarly well-defined set of transformations
is not immediately available for binary code. For example, there
is no direct analogue to rotating an image or adjusting its bright-
ness when working with assembly instructions. Motivated by the
success of this technique in other machine learning domains, a
growing body of research has begun to explore its potential for
machine learning-based binary code analysis. As a starting point,
most approaches define their own task-specific augmentations for
binary code. However, these approaches draw inspiration from di-
verse domains, leading to different names, implementations, and
constraints for their augmentation.

Wong et al. [55] study data augmentation for malware classifi-
cation, deriving semantics-preserving transformations from muta-
tions observed in malware samples and on code obfuscation pat-
terns. Shroyer et al. [47], by contrast, adapt NLP-inspired transfor-
mations that delete, duplicate, or reorder instructions to improve
code similarity models. These approaches differ in motivation, def-
inition, and even semantic preservation: the former preserves se-
mantics by design, while the latter offers no such guarantee, for
example, when instructions are removed. This heterogeneity across
augmentation strategies and evaluation tasks makes it difficult to
assess the effectiveness of data augmentation for learning-based
binary code analysis.

*Authors contributed equally.
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In this paper, we take a step back and present a systematic anal-
ysis of data augmentation for learning-based binary code analysis
in five different downstream tasks. As a foundation for this study,
we introduce a unified framework for data augmentation in this
domain. At its core, the framework is based on edit operations on
code, such as the insertion, deletion, and substitution of instruc-
tions. Building on these three primitives, we consolidate and express
a diverse range of transformations from prior works that aim at
increasing code diversity for learning-based binary code analysis.

To systematically analyze augmentation in this domain, we con-
duct a series of experiments. First, we measure how the effective-
ness of data augmentation varies with dataset size on four common
binary code analysis tasks: function parameter count and type anal-
ysis [10], function similarity measurement [12, 37], and compiler
identification [43]. For a fair comparison, we adopt models and
training procedures from prior work and modify only the training
data through augmentation. Our results show that augmentation
can improve performance when training data is scarce, but that the
gains diminish as more data becomes available.

Second, we examine the impact of individual transformations on
the performance of different tasks. We find that each task is highly
sensitive to at least one specific transformation, while the same
transformation has little effect on other tasks, suggesting that the
selection and configuration of augmentation strategies should be
adapted to the target task.

Third, we compare augmentations that strictly preserve execu-
tion semantics with those that allow small semantic changes. Inter-
estingly, our results indicate that strict semantic preservation is not
always required for effective augmentation. We relate this observa-
tion to a gap between the execution semantics and the semantics
that are relevant for the prediction target of the learning task.

With our unified augmentation framework and systematic eval-
uation across multiple binary code analysis tasks, we provide a
foundation for researchers and practitioners to better understand
and apply data augmentation in this domain. Our results show that
no single augmentation strategy dominates across tasks, and we
therefore contribute to a more nuanced view on data augmentation
in the field. In summary, we make the following contributions:

(1) Unified augmentation framework. We introduce a unified
framework for augmenting binary code, built on the primi-
tives of instruction insertion, deletion, and substitution. This
framework enables the design and exploration of a broad
range of binary code augmentations.

(2) Empirical Study. We present the first systematic study of aug-
mentation for binary code analysis. We implement common
code transformations and evaluate their impact on diverse
analysis tasks.

(3) Actionable recommendations. We derive a set of practical
recommendations for the application of data augmentation
in machine learning-based binary code analysis.

To foster further research in machine learning for binary code
analysis and to support the adoption of data augmentation in the
field, we make our framework! and our datasets? publicly available
to the community.

1 github.com/mlsec-group/laica
2 huggingface.co/collections/mlsec-group/laica-datasets
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2 Binary Code Analysis

The goal of binary code analysis is to partially reverse the compi-
lation process and infer properties of a program directly from its
compiled form. Such an analysis is necessary whenever the source
code is unavailable. For instance, a common task in reverse engi-
neering is to infer a function’s boundary or signature [4, 6, 10]
or to reconstruct control-flow and data-flow information [18, 21].
Moreover, binary code analysis is also essential for security audit-
ing, enabling the identification of vulnerable code in proprietary
software [35, 42], and for detecting malicious components in the
context of malware analysis [31, 59].

2.1 Binary Code Analysis

During compilation, much of a program’s high-level semantics,
such as data structures, control abstractions, and variable names,
is lost. As a result, binary code analysis typically begins by recov-
ering the remaining information still embedded in the binary by
disassembling it [10, 33, 59]. The resulting representation provides
a more tractable format for more advanced analyses, including
binary lifting [20, 51], control-flow analysis [18, 21], and decompi-
lation [8, 58], compared to the raw binary data.

For our analysis, we thus focus on disassembled code and use
the term binary code to refer to the resulting assembly instructions.
Formally, we define binary code as a sequence

s=H{ay,...,an),

of assembly instructions g;. This sequence s may represent code in
varying levels of granularity, ranging from basic blocks to functions
or even entire binaries. Unless stated otherwise, we default to a
function-level granularity, which aligns with prior work on binary
code analysis [10, 12, 49].

Under this definition, we can formalize a generic analysis task
as a recovery function f that extracts a property p from a given
sequence of instructions s

f:sH—p.

For example, p may represent a categorical property, such as the
number of function parameters, the presence of malicious code,
or a specific control-flow pattern. Similarly, p may also represent
continuous attributes, such as the similarity to other functions or
the likelihood of a vulnerability. In the following, we refer to the
set of all sequences that possess a given property p, or fall within
a similar range, as Sj. This set §) provides the foundation for
designing augmentations that may slightly perturb the semantics
of a binary code while preserving the targeted property p.

2.2 Learning-Based Binary Code Analysis

Similar to other domains, learning-based approaches have become
increasingly prominent in binary code analysis, often outperform-
ing traditional techniques that rely on handcrafted rules or complex
program analyses [10, 41]. These approaches aim to train a learning
model fp that approximates the desired recovery function f by min-

imizing a regularized loss L over a labeled dataset D = {(s;, pi)}.;,

0" = argmin L(fy, D).
0
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This formulation essentially recasts binary code analysis as a stan-
dard learning problem that is structured around two core compo-
nents: (a) the construction of training datasets and (b) the optimiza-
tion of model parameters through machine learning.

The majority of existing work on learning-based approaches
for binary code analysis has concentrated on the second com-
ponent, including novel model architectures [1, 26, 57], training
paradigms [40, 41, 49], and instruction embeddings [12, 30]. How-
ever, more recently, the role of data and its impact on performance
have received increasing attention, catching up with other areas of
machine learning, where data curation and preparation have long
been central pillars of progress [50, 54].

2.3 Data Augmentation

One of the most widely used strategies for preparing and enhancing
data in machine learning is its augmentation. The goal is to synthet-
ically increase the diversity of the training data, enabling models to
generalize more effectively to a given target property. In the image
domain, for instance, this is achieved through standard image pre-
processing transformations such as rotation, brightness adjustment,
or cropping, each introducing controlled variance while preserving
the underlying label of the samples [44, 50].

Binary code analysis has no standard approach to augmenta-
tion, mainly because assembly admits no natural transformations
comparable to the rotations and crops used in computer vision. We
therefore start from the transformations themselves. We define a
transformation as a function T that maps an input sequence of as-
sembly instructions s to an output sequence z, with both sequences
belonging to the same property class:

T:S—>S, stz Withs,zESp.

Building on this notion, we can then define a code augmentation
as a sequence of such transformations, composed to introduce
controlled variability into the training data while preserving the
targeted property p,

A:S—> S, s (T1o---0Ty)(s)
with s €Sy = A(s) €Sp.

In essence, each transformation must preserve the semantic label of
the original sequence: if (s;, p;) € D, then the augmented sequence
A(s;) must retain the same label p;.

For image classification, this requirement is generally easy to ver-
ify. After all, an image of a rotated bird still shows a bird. In contrast,
the effects of modifying a sequence of binary code s = (ay,...,an)
are more subtle. In fact, flipping a single bit is enough to change a
JZ instruction to a JNZ, potentially introducing or eliminating a vul-
nerability, which may fundamentally alter the program’s semantics
and, consequently, its properties.

2.4 Current Augmentation Practices

A growing number of works have begun to implement transforma-
tions that enable data augmentation for machine learning-based
binary code analysis. Wong et al. [55] introduce a binary muta-
tor for malware classification that implements several transfor-
mations such as inserting junk code, obfuscating and substituting
instructions, or inserting opaque predicates, while ensuring seman-
tic equivalence through binary rewriting.
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Shroyer and Swany [47] employ semantics preserving transfor-
mations for code similarity analysis on binary code, using a decom-
piler and applying transformations such as replacing arithmetic
operations by equivalent alternatives, or extracting conditional
branches to separate functions, using a C obfuscator. Additionally,
they apply NLP-inspired transformations such as deleting, duplicat-
ing, and transposing instructions, that do not necessarily preserve
execution semantics. Surprisingly, they observe improved model
performance even when employing these transformations to their
code similarity task.

McLaughlin and del Rincon [38] investigate data augmentation
using solely non semantics-preserving transformations such as
dropping parts of the input, or replacing it randomly. Using these
transformations they observe improved model performance for
opcode sequence-based malware detection.

Notably, many of these transformations are not unique to the
data augmentation domain. Software diversity employs equiva-
lent instruction substitution, instruction reordering, and junk code
insertion to diversify binaries as a defense against code-reuse at-
tacks [28] and binary obfuscation relies on overlapping techniques
to alter code appearance while preserving behavior [32].

Across these works, we observe vastly different approaches to
defining and describing operations. Usually this is done in prose,
employing the vocabulary from the domains the ideas stem from.
This makes it particularly difficult to identify similar augmentations
across publications, as well as recognizing differences in those that
might sound identical. Additionally, while some approaches are
rooted in software diversity [28] and constrain these augmentations
such that only strictly semantically equivalent samples are derived,
others adopt relaxed implementations that do not guarantee to
preserve semantics.

3 A Unified Augmentation Framework

Although existing augmentation approaches for binary code analy-
sis differ in origin and detail, they share a common structure. Each
operates on instruction sequences through a small set of primitive
operations, namely the insertion, deletion, and substitution of in-
structions. What distinguishes one approach from another is not
the primitives themselves, but the constraints placed on them and
the way they are combined.

Based on this shared structure, we introduce an augmentation
framework centered on constrained edit operations: instruction in-
sertion, deletion, and substitution. These operations are inspired
by the edit distance formalism [29], which offers a theoretical basis
for converting one sequence into another through a finite series of
edits [19, 52]. When applied to binary code, this abstraction enables
a principled strategy for generating diverse code variants.

3.1 Edit Operations over Instructions

To formally introduce these edit operations, we adopt a notation
from the literature on sequence processing [19]. Let s[i] denote
the i-th instruction in a sequence, and s[i, j] the contiguous slice
from the i-th to the j-th instruction, inclusive. Then, the insertion
operation INs can be defined over binary code as follows

INS(s, i, z) == s[1,i] | z | s[i+ 1, n],
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where the operation introduces a new sequence z into s after the
i-th instruction using a concatenation |. Similarly, the deletion
operation DEL removes a contiguous slice of [ instructions starting
at position i:

DEL(s, i, [) ==s[1,i—1] | s[i+Ln].

Finally, the substitution operation suB replaces a slice of instruc-
tions from position i in s with a new sequence z. While this opera-
tion can also be defined explicitly, we opt for a simpler formulation
using functional composition:

SUB(s, i, 1, z) := INS(DEL(s, i, 1), I, 2).

3.2 Constraining Edit Operations

The flexibility of edit operations comes with a caveat: arbitrary
modifications risk degrading the learning signal, so each edit must
leave the sequence informative for the model. A natural way to
enforce this is to require transformations to preserve the program’s
execution semantics, as is standard in the domains of software
diversity and code obfuscation where transformed binaries are
strictly required to preserve the execution semantics.

However, prior work demonstrates that augmentations can im-
prove model performance even when semantic fidelity is not strictly
preserved [38, 47]. To allow both of these transformation types to
be expressed in our framework, we define a set of three constraints
that limit the application scope of operations and allow for mak-
ing explicit which aspects of semantics are preserved. Rather than
requiring full execution equivalence, these constraints allow us to
selectively relax semantic preservation, specifying precisely which
semantic aspects a given transformation must retain and which
ones it is permitted to alter.

Constraint 1: Semantic equivalence. First, we use s ~ z to de-
note semantic equivalence between two instruction sequences
with respect to their primary computational effect, abstracting
away from architectural side effects. For example, (mov eax, 0) ~
(xor eax, eax), although the two instructions differ in their effects
on processor flags. The relation is defined over instruction se-
quences of arbitrary length and compares them as a whole rather
than instruction by instruction. At the level of individual instruc-
tions, it captures local equivalences such as in the example above.
When applied to entire functions or binaries, it coincides with se-
mantic equivalence in the classical sense.

Constraint 2: Data independence. Second, we define data inde-
pendence using the operator L. A sequence of instructions (aj, az)
is data independent, written a; L ag, if the execution of a; has
no impact on the data dependencies of az. Specifically, we require
that the following conditions hold: First, there must be no read-
after-write conflicts. That is, az must not read from any register or
memory location that is written by aj. Second, there must be no
write-after-read conflicts, so that az must not write to any location
that a; reads from. Third, there must be no write-after-write con-
flicts, where ay must not write to any register or memory location
that is also written by a;. This definition applies to successive in-
structions in a sequence, independent of the order in which they
are ultimately executed.
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Constraint 3: Execution order. Finally, we use the operator < to
describe the execution order of two instructions. In a sequence s,
instructions are laid out in ascending address order, but execution
may not follow this order due to control flow transfers like jumps
or branches. We use a; < a; to denote that a; is guaranteed to
execute after a;, regardless of whether the instructions are contigu-
ous in the sequence. The same applies to instruction sequences:
si < s; signifies that every instruction in s; is executed after every
instruction in s;.

3.3 Code Transformations

Prior work has explored a wide range of transformations. However,
these transformations are often named and defined in an incon-
sistent way, as they are inspired by different domains, and their
constraints are frequently not stated explicitly. For example, both
Wong et al. [55] and McLaughlin and del Rincon [38] describe a
transformation that inserts instructions into a binary, but only the
former enforces semantic preservation. Our framework addresses
these issues by describing each transformation in terms of the edit
operations it applies and the constraints it satisfies. This allows
precise definitions and enables direct comparison across differ-
ent approaches.

We collect augmentation methods from prior work and express
them within our framework in Table 1. As illustrated by the exam-
ple of basic block reordering, the framework is flexible enough to
represent complex transformations. In particular, it can describe
the reordering of basic blocks b; and b; through appropriate com-
binations of operations and constraints. In total, we identify eight
individual augmentations that can be grouped into one of three
classes depending on the operation that prevails in its definition.

Inserting transformations. The simplest insertion transformation
is NOP insertion, which places a no-operation instruction at an
arbitrary position. A generalization from the software diversity lit-
erature, instruction insertion, inserts a sequence z at an arbitrary po-
sition. Prior work has applied it both with the constraint z ~ {(anop),
ensuring semantic neutrality [55], and without it [38, 47]. A related
technique, dead code, injects instructions that are unreachable at
runtime also with [55] and without [47] semantic constraints.

Substituting transformations. The most direct form is instruc-
tion substitution, which replaces a sequence s with an alternative
z. Under the strict constraint s ~ z, the replacement is seman-
tically equivalent [55]. Without this constraint, substitution can
deliberately introduce noise [38, 47]. Restricting substitution to
data-independent instruction pairs while constraining execution
order yields instruction swapping, which exchanges the positions
of two instructions. Both the constrained form [55] and an uncon-
strained variant [47] appear in prior work. A coarser variant, basic
block reordering, permutes entire basic blocks within a sequence
and is a standard technique in software diversity [28].

Deleting transformations. The final class removes instructions
from sequences. Instruction erasing deletes instructions from ar-
bitrary positions within a sequence, typically without semantic
constraints [38, 47]. Truncation similarly deletes instructions with-
out semantic constraints, but is restricted to the beginning or end
of the sequence.
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Table 1: Overview of code transformations.

Description Transformation T Constraint C Related Work
Inserting transformations
NOP insertion INS(S, i, z) z = (anop) [22, 25, 55]
Instruction insertion INS(S, i, z) z~ (anop) [22, 32, 38, 47, 55]
Dead code INS(S, I, 2) Z1 < Si+1 [32, 55]
Substituting transformations
Instruction substitution suB(s, i1, z) z~si,l=1 [38, 39, 47, 55]

Instruction swapping
Basic block reordering
Deleting transformations
Instruction erasing
Truncation

DEL(s, i, 1)

DEL(DEL(s,n — L, 1),i,1)

suB(suB(s, i, lj, sj), j, 1j, si)
SUB(SUB(s, i, I, bj), j. 1}, bi)

Si J_Sj,lizljzl
Si X Sil;»Sj < Sj+l;

i<n-1
i=1

[39, 47, 55]
[11, 53]

[38, 47]
(38, 47]

3.4 From Transformation to Augmentation

So far, each transformation describes a single local modification of
a sequence. Although such transformations can be used directly for
data augmentation, applying one at a single site only changes the
sample slightly, thus yielding limited diversity. A naive remedy is to
apply a transformation to every region of a sequence that satisfies its
constraints. However, this deterministic strategy produces only one
possible outcome per sample: the most strongly modified variant
the transformation can achieve.

To balance these two extremes, we adopt a probabilistic approach
inspired by the randomized schemes used in software diversity [28],
which allows the strength of a transformation to be varied gradu-
ally. Each transformation T is therefore parameterized by a prob-
ability 7 that controls the fraction of valid locations at which the
transformation is applied. For example, setting 7 = 0.5 for the in-
struction swapping transformation modifies, on average, half of the
instruction pairs that can be swapped without violating the data
independence constraint.

This scheme applies to most considered transformations, but
some require an adapted formulation. The truncation transforma-
tion, for instance, removes instructions at the beginning or end of
an instruction sequence. Here, the relevant factor is not the number
of code locations at which the transformation is applied, but the
number of instructions it affects. For such transformations, the
strength is defined as a quantity, and the parameter r is used to
sample this quantity at random.

For five of the eight transformations, = determines which loca-
tions in s are selected. Specifically, in this case, a transformation is
applied to a location that satisfies the constraint with a probability
sr. For the remaining three transformations 7 governs the length of
the edited sequence. That is, for truncation and instruction erasing,
the number of instructions to delete, and for the dead code trans-
formation, the length of the added sequence. In each of these cases,
the respective count is drawn from a pre-defined range according
to the parameter .

Building on this probabilistic application for a single transfor-
mation T, we define the overall augmentation using multiple trans-
formations Ty, ..., Ty as

A(s,T0) = OF, Ty, (5),

where II € [0, 1]¥ is a probability vector, and II; denotes the proba-
bility associated with transformation T;. These probabilities control
the extent of augmentation and additionally serve as a mecha-
nism for preserving desired properties: transformations that are
more likely to disrupt the target property can be applied with a
lower probability.

4 Evaluation

Equipped with a unified definition of common augmentations used
in learning-based binary code analysis and software diversity, we
can now turn to a critical examination of their application in prac-
tice. To this end, we analyze the effect of data augmentation through
a series of four experiments:

E1 Binary code augmentation. We begin by exploring data aug-
mentation across a wide range of common analysis tasks
and as a function of the available training data.

E2 Impact analysis. Next, we analyze the individual contribution
of each transformation to model performance, isolating its
impact for a given task.

E3 Preserving semantics. We then investigate the effects of re-
laxing the definition of semantic equivalence, comparing
transformations under a strict and a relaxed interpretation.

E4 Vulnerability detection. Finally, we conduct a case study on
vulnerability detection, one particularly demanding binary
analysis task where the target property of the learning prob-
lem is closely linked to the code semantics.

4.1

In our first three experiments, we study how data augmentation
affects model performance across different tasks and as a function
of the available training data. Investigating this scaling behavior
requires labeled data of sufficient size and quality, which rules
out tasks such as vulnerability detection or malware classification,
where reliable labels are costly to obtain at scale. We therefore first
focus on tasks for which large, high-quality labeled datasets can be
generated automatically.

Experimental Setup
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To this end, we build on the framework proposed by Maier et
al. [34] to construct labeled binary code datasets from Debian pack-
ages for multiple downstream tasks. The framework extracts the
ELF binaries and recovers function boundaries from their DWARF
debugging sections, decoupling our augmentation analysis from
potential errors of function boundary detection heuristics. The func-
tions are subsequently disassembled using the Capstone engine>.
For each of our tasks, we adopt the model and training procedure
used in prior work and modify only the training data through our
augmentation methods.

Task 1: Function similarity. We first address binary function sim-
ilarity, a core task in reverse engineering [16, 17, 23]. Following
prior work, we define two functions as similar if they originate
from the same source code but differ due to compiler configura-
tions [34, 37, 57]. This task uses the siamese model of Maier et
al. [34], which builds on the architecture proposed by Massarelli et
al. [37], using Asm2Vec embeddings [12] to model function similar-
ity across compilation settings.

Task 2: Compiler identification. The second task is to determine
which compiler was used to generate a given binary. Prior work
has shown that this task can be effectively addressed with machine
learning [9, 15, 43]. We adopt the model of Pizzolotto et al. [43],
which employs embedding and dense layers to distinguish between
binaries compiled with Clang and GCC.

Task 3: Parameter count inference. The third task is parameter
count inference, that is, predicting how many parameters a given
function accepts. Prior work casts this problem as multi-class classi-
fication [10], where each function is assigned a label corresponding
to its expected number of parameters. We adopt the model proposed
by Chua et al. [10], which comprises three stacked GRU layers,
dropout regularization, and a dense output layer for classification.

Task 4: Parameter type inference. The fourth task is parameter
type inference: classifying the type of the first parameter a func-
tion processes. Prior studies have demonstrated the effectiveness
of learning-based methods for type inference [40, 45, 61, 62]. We
employ the same architecture as for parameter count inference,
adapting only the output layer to account for parameter types.

For all tasks, we follow prior work [34] and build our dataset
from Debian packages, splitting it at the level of source packages.
Functions from the same package therefore never appear in two
splits, so shared binaries and internal dependencies cannot leak be-
tween them. Some overlap between packages may remain, but such
cases are rare and reflect actual code reuse found in real software.
The full split is summarized in Table 2. We compile each package for
the x86-64 instruction set at optimization levels O0 through O3. The
compiler configuration depends on the task: compiler identifica-
tion needs both Clang and GCC binaries, while function similarity,
parameter count, and type inference use Clang only. From the result-
ing binaries, we extract approximately 600k functions comprising
60M instructions in total.

3https://www.capstone-engine.org
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Table 2: Overview of dataset used for low-level analysis tasks.

Dataset Debian Package Functions Instructions
Training binutils 465 833 53373623
findutils 4375 407 149

470208 53780772

Validation coreutils 46 843 3310264
diffutils 2415 240293

49258 3550557

Testing util-linux 45533 3462469
inetutils 8814 849123

sg3-utils 3703 660 270

usbutils 440 60458

58 490 5032320

Total 577956 62363649

4.2 Augmentation Configuration

We implement the eight augmentations described within our frame-
work in Section 3 using an approximate binary rewriting approach.
Specifically, we disassemble the binary code, perform the transfor-
mation, and re-assemble it. The details of our implementation are
outlined in Appendix B. Since our implementation enforces only
the specified constraints, aspects of execution semantics that fall
outside their scope are not guaranteed to be preserved. For exam-
ple, jump targets in unconstrained regions might be mis-aligned
after transformation.

Further, our augmentation framework applies each transforma-
tion probabilistically and allows explicit control over the application
probabilities. Choosing these probabilities is crucial: they govern
the trade-off between increased data diversity and the preservation
of properties relevant to the analysis task. This trade-off between
increased data diversity and property preservation in a machine
learning-based binary code analysis system is reflected in the utility
of the model.

Therefore, we conduct a hyperparameter study using sequen-
tial model based global optimization [7]. This approach relies on
surrogate models of the objective function based on previously
observed evaluations. This surrogate model is then used to pro-
pose promising values for our transformation parameters II. These
values are subsequently evaluated using the more expensive true
objective, namely training a model and measuring its utility. This
procedure reduces the number of required training runs and en-
ables a more efficient parameter search compared to brute force or
grid search methods.

For the implementation, we use the hyperparameter optimiza-
tion framework Optuna [2] and continue the search until at least
1,000 parameter configurations have been evaluated, following the
recommendations for this type of study. For each task, we use 7k
randomly sampled data points from the respective training dataset,
which keeps individual training runs tractable within the search
budget while preserving the relative ranking of configurations. The
configuration achieving the highest validation performance is then
used in the experiments reported in the following sections.
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Figure 1: Average performance with 95% confidence intervals for models trained with and without data augmentation across
dataset sizes. Performance axes are scaled independently per task.

4.3 Binary Code Augmentation (E1)

We begin by assessing data augmentation across the four binary
code analysis tasks. Since the benefit of augmentation is expected to
depend on the amount of training data available, we evaluate each
task across a range of dataset sizes. We use successive fractions
1, %, ‘—11, e ﬁ of the full training sets, ranging from approximately
470k samples at the largest scale to about 1k at the smallest.

Setup. For this experiment, we consider the four tasks and eight
transformations from Section 3. Augmentations are tuned using
the optimization described in Section 4.2. For the models trained
with augmented data, we additionally tune the number of synthetic
samples introduced during the training process. To ensure statistical
robustness, all training procedures are repeated ten times.

Results. Figure 1 shows the mean performance for the four tasks,
together with the corresponding 95% confidence intervals computed
over ten repetitions. Across all tasks, reaching full model perfor-
mance requires a minimum number of training samples, which
depends on the specific task. Data augmentation can reduce this re-
quirement, but it cannot replace the need to collect new data when
the available training set is too small. Nevertheless, augmentation
leads to substantial performance improvements in low-data regimes.
In contrast, when a large amount of training data is available, the
performance gap between augmented and non-augmented settings
diminishes. This suggests that, although data augmentation cannot
replace the collection of new data, it can reduce the associated costs,
as generating synthetic samples is typically much cheaper.

When examining the influence of the task on the magnitude of
improvement due to data augmentation, we observe substantial
variation across tasks. For function similarity, the gains remain
modest, reaching up to 4 percentage points, whereas for parameter
count inference they are as high as 39 percentage points. Notably,
however, we do not observe a statistically significant decrease in
performance for any task or dataset size. Overall, these results
indicate that augmentation provides a consistent benefit in low-
data regimes without measurable risk, supporting their use as a
standard component for learning-based binary code analysis.

4.4 Impact Analysis (E2)

So far we have tuned augmentations per task, on the assumption
that augmentation effectiveness is task-specific and that no single
augmentation is best everywhere. To test this assumption, we mea-
sure the relative impact of each transformation T; within the entire
set 7. We use fANOVA [24], which decomposes the variance in
model performance into contributions from individual transforma-
tions and their interactions. Formally, we define the importance ;
of a transformation T; as
' Varr, [Em [perf(7)]]
b Var|[perf (77)]

Here, 7; denotes that T; is held fixed while the remaining transfor-
mations vary. The function perf(7") captures the performance of a
model when trained on data augmented with transformations 7. A
high ¢; thus means that the choice of T; alone explains much of the
spread in performance across augmentation configurations. Note
that ¢; measures influence rather than benefit: a transformation
that consistently degrades performance receives a high importance

as well.
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Figure 2: Impact of the individual transformations on each
downstream task. Values give the fraction of performance
variance attributable to a transformation from 0% to 100%.
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Results. We report first-order effects, normalized per task so that
the importances of all transformations sum to 100% in Figure 2. Un-
der this normalization, a transformation at 0% explains none of the
performance variance for that task, whereas one at 100% explains all
of it. The results show strong task-specific effects. For example, for
parameter type inference, instruction substitution dominates with an
importance of 82%, indicating that the model performance is partic-
ularly sensitive to this type of transformation. In contrast, the same
transformation reaches only 3% on the function similarity task.

More generally, every task is highly sensitive to at least one
transformation (importance > 30%) that is nearly irrelevant to an-
other (< 5%). This indicates that augmentation strategies should be
chosen per task. For three transformations, dead code insertion, in-
struction erasing, and truncation, importance stays low on every task.
The model is thus largely indifferent to whether they are applied.
Indifference is especially informative for instruction erasing, since it
alters program semantics substantially and still leaves performance
unchanged. Semantic fidelity therefore appears to matter less for
augmentation than the diversity a transformation introduces.

4.5 Preserving Semantics (E3)

The previous analysis suggests that strict semantic preservation is
not always required. This is consistent with the findings from prior
work [38, 47], motivating a more detailed comparison. Therefore, we
re-implement three transformations, instruction substitution, basic
block reordering, and instruction insertion, as compiler passes for
Clang. These passes operate on the LLVM-IR, which avoids many
of the pitfalls of directly manipulating binary code and allows the
strict variant to preserve execution semantics as closely as possible.
This is feasible because we have access to the source code and the
build process, an option typically not available in binary analysis.

Setup. We repeat our initial experiment on the restricted sets
of the three shared transformations and compare the performance
between both sets. We exclude the compiler identification task for
this experiment as the LLVM-based augmentations are specific to
Clang. We optimize the parameters of the augmentations operating
under relaxed semantic preservation as described in Section 4.2.
Optimizing the more strictly semantic preserving transformations
based on LLVM-passes is not practically feasible, as each augmenta-
tion pass requires the compilation of every package in the training
set. Allocating the same amount of resources during optimization
would, hence, result in only a fraction of optimization steps com-
pared to the augmentation with our approach. Therefore, to put
the two approaches on a more equal footing, we use the parame-
ters from the optimization of our relaxed augmentations for both.
After optimization, we train the models ten times for each set of
optimized transformations to ensure consistent and reliable results.

Results. Figure 3 presents the performance of the two augmen-
tation strategies across the three tasks. When sufficient data is
available, the two strategies perform largely indistinguishable, sug-
gesting that strict semantic preservation provides no measurable
benefit over the relaxed variant at larger dataset sizes. Notably,
this is the case for all three tasks considered even though they re-
quire different levels of semantic preservation. For example, slightly
changing the semantics of a function might not change its signature
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Figure 3: Average performance on each task for relaxed and
strictly semantics-preserving transformations, over increas-
ing dataset sizes up to the full dataset. The two variants per-
form comparably across all tasks and dataset sizes.

but may have a large impact on its similarity to other functions.
Moreover, we observe that when only little data is available, the
relaxed variant performs on par with or slightly better than the
strictly semantics-preserving augmentation in several cases, a find-
ing that at first glance runs counter to the intuition that stricter
correctness guarantees should yield better augmented training data.

We offer two complementary explanations for these results. First,
the parameters used for both strategies were optimized exclusively
for the relaxed variant, which could introduce a bias against the
strict variant in this comparison. Second, execution semantics and
the target property may be considered disentangled, as they are not
the same concept and do not vary together in general. By coupling
the augmentation criterion to a property the model is not asked to
learn, strict semantic preservation conflates two dimensions and
unnecessarily restricts the augmentation space. Removing a return
statement, for example, does not change the number of parameters
that a function accepts. Such transformations may even be beneficial
when they push the model away from spurious shortcuts.

Therefore, optimizing augmentations for the target property
might offer a better alternative to universally requiring strict se-
mantic preservation. Where full semantic equivalence does matter,
the optimization selects only preserving transformations, or drops
augmentation entirely in the worst-case. Furthermore, relaxed trans-
formations might offer an additional benefit, as they are generally
simpler to implement and cheaper to apply in practice.

4.6 Vulnerability Detection (E4)

The results of the previous experiment indicate that strict preserva-
tion of execution semantics is not a necessary condition for effec-
tive data augmentation across the considered tasks. Although this
observation is consistent with prior work, it remains somewhat
surprising. To assess the extent to which this observation holds,
we now consider a setting in which the target property is more
directly tied to program behavior. In particular, we study vulnera-
bility detection, where subtle changes in execution semantics can
influence whether a piece of code should be classified as vulner-
able. This setting provides a natural test case to assess whether
relaxed augmentations remain effective when semantic properties
are expected to play a more central role.
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Dataset. Since no well-established dataset exists for binary code
vulnerability detection, prior approaches rely either on synthetic
data or on narrowly scoped real-world datasets, which often cover
fewer than ten projects with annotated vulnerabilities [5, 33, 35].
Vulnerability datasets for source code are considerably more ma-
ture. The most comprehensive and high-quality resource currently
available, PrimeVul [13], covers 725 projects and includes 5,175
documented vulnerabilities. Building on PrimeVul, we manually
compile a subset of the 22 projects with the largest share of vulner-
abilities across dataset splits, covering 1,378 vulnerabilities in total.
Heuristically mapping the source code vulnerabilities to their bi-
nary code counterparts leaves us with a total of 783 vulnerabilities.
We keep the temporal split of the original source code dataset and
give a breakdown of each in Table 3.

Setup. To evaluate the augmentations in this setting, we adopt a
model from previous work, specifically the Bi-LSTM architecture
proposed by Aumpansub et al. [5] and a learned instruction repre-
sentation. As before, we first optimize the augmentation specifically
for this task using a 20-hour optimization budget, and repeat model
training ten times to ensure robustness.

Results. In the absence of augmentation, the model achieves
an average F1 score of 15.7%. With augmentation, performance
improves to 22%, an absolute gain of 6.3 percentage points and a
40% relative improvement. While an F1 score of 22% indicates that
the task remains far from being solved, these results are consistent
with vulnerability detection performance on the source code level
of the full PrimeVul dataset [13]. More importantly, despite the
more strongly pronounced link between code semantics and the
target property of the analysis task, augmentations that operate on
a relaxed definition of semantic preservation still improve model
performance. While surprising at first glance, taking a closer look
into the individual augmentations reveals a potential explanation.

To this end, we repeat our impact analysis of E2 for this task.
We find that, compared to the tasks considered in our previous
experiments, the vulnerability detection task shows approximately
a fourfold increase in sensitivity to truncation-based augmenta-
tion and a tenfold increase in sensitivity to random instruction
removal. This suggests that vulnerability detection is more sensi-
tive to changes in code semantics. However, as the hyperparameter
study assigns low probabilities to these augmentations, the com-
plete set of augmentations still leads to an overall improvement
in model performance. While other augmentations also affect ex-
ecution semantics, for example due to misaligned jump targets
after inserting dead code or reordering basic blocks, these more
subtle semantic modifications do not appear to impact the model
performance negatively.

5 Discussion & Recommendations

Our study provides a systematic examination of data augmenta-
tion in the context of learning-based binary code analysis. Prior
work has often considered augmentation as a generally beneficial
strategy. In contrast, our results suggest a more nuanced picture.
Data augmentation is not a universally effective solution. Instead,
its impact depends strongly on the specific task, the type of trans-
formation applied, and the amount of available training data.
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Table 3: Overview of the binary-level vulnerability dataset
derived from PrimeVul. We sample vulnerabilities separately
from the train, validation, and test splits of the original
dataset, so its temporal split is preserved.

Dataset #Projects #Versions #CWEs #CVEs
Training 21 1,413 72 1,097
Testing 18 232 33 204
Validation 19 149 33 125
Total 22 1,790 77 1,378

More specifically, our evaluation shows that data augmentation
consistently improves performance in low-data regimes, although
the magnitude of this improvement varies across tasks. We further
observe that these gains do not rely on strictly semantics-preserving
transformations. Rather, effective augmentation requires selecting
transformations that match the characteristics of the target task
and model. Based on these findings, we derive three concrete rec-
ommendations for effectively integrating data augmentation into
learning-based binary code analysis:

R1 Use augmentation as a supplement. Data augmentation for
binary code can substantially improve model performance.
While it introduces additional cost to generate synthetic
samples, it is typically cheaper than collecting and labeling
new data. Moreover, we observe no statistically significant
decrease in model performance across the tasks and dataset
sizes we consider. We therefore recommend augmentation
as a standard component of learning-based binary code anal-
ysis, which should be omitted only when the additional cost
is prohibitive.

R2 Default to relaxed augmentation. Our experiments indicate
that, somewhat counter-intuitively, a very strict semantic
preservation is not always required for effective data aug-
mentation. Transformations based on relaxed semantic con-
straints achieve performance comparable to those that en-
force strict preservation on the tasks we compare, suggesting
that approximate fidelity is often sufficient and the addi-
tional diversity triumphs over slight semantic deviations.
This widens the range of usable transformations to those
that are easier to implement and cheaper to apply without
reducing effectiveness. We therefore recommend defaulting
to relaxed constraints and resorting to strict preservation
only where relaxed variants fail.

R3 Tune augmentation to the task. Our analysis shows that the
effectiveness of individual augmentations varies markedly
across tasks. Each task exhibits strong sensitivity to at least
one of the transformations that may be largely irrelevant
in others. To maximize the benefit of data augmentation in
binary code analysis, transformations should be carefully
tailored to the specific characteristics and requirements of
the target task.



AlSec ’26, November 15-19, 2026, The Hague, Netherlands

6 Related Work

Data augmentation is a mature technique in machine learning, with
well-established practices in the domains of computer vision and
natural language processing. In binary code analysis, by contrast,
augmentation remains a young and fragmented field where basic
questions are still open. The existing efforts adopt different vo-
cabularies, propose overlapping but incompatible transformations,
and reach inconsistent conclusions on points as fundamental as
whether semantic preservation is required. This paper takes a step
toward systematizing this picture by drawing on closely related
work in software diversity and code obfuscation, and by relating
our findings to comparable work on source-code augmentation.

Software diversity and obfuscation. Many of the transformations
that appear in binary code augmentation have direct precedents
in the software diversity and binary obfuscation literature, where
they were introduced for different purposes. Software diversity uses
randomized transformations such as NOP and instruction inser-
tion [22, 25], instruction substitution and swapping [39], and basic
block reordering [11, 53] to maximize implementation entropy and
resist code-reuse attacks. Binary obfuscation employs overlapping
techniques, including dead code insertion and instruction substi-
tution, to hinder reverse engineering [32]. Both fields treat strict
semantic preservation as essential, since the transformed binary
must execute correctly in production. Our framework draws on
the same primitives but, as the analysis tasks in our setting do not
require runtime equivalence, can relax this constraint, opening a
broader space of augmentations than these prior fields could exploit.

Data augmentation for source code. A more developed picture
exists at the source code level. Yu et al. [60] apply strictly semantics-
preserving transformations to Java source code and report consis-
tent gains across multiple analysis tasks, even when small bugs
are inadvertently introduced. Dong et al. [14] take the opposite
approach and adopt NLP-style transformations such as synonym
replacement and random swaps, which need not preserve seman-
tics, and likewise observe consistent improvements. These two
findings, mirrored by our own observations at the binary level,
suggest that strict semantic preservation is not a prerequisite for
effective augmentation across code analysis settings. Source-level
methods, however, depend on the availability of source code and on
representations and models tailored to source-level analysis, which
limits their direct applicability to binary analysis.

Consolidation in binary code analysis. Our work follows a broader
line of recent efforts that bring methodological clarity to fragmented
subfields of binary and code analysis. Marcelli et al. [36] address
the binary function similarity problem, re-implementing existing
learning-based approaches in a common framework and show that
many methods reporting state-of-the-art results perform compa-
rably once evaluated on the same dataset. Maier et al. [34] take a
similar perspective on pre-trained embeddings for binary analysis,
finding that end-to-end learning matches or exceeds the perfor-
mance of specialized embeddings when labeled data is available.
Steenhoek et al. [48] apply the same lens to deep-learning-based
vulnerability detection, observing that strong reported results often
do not transfer across datasets.
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A common pattern unites these efforts: approaches that appear
incomparable as reported are re-examined side by side under con-
sistent conditions, yielding a more nuanced picture than the one
suggested by individual contributions. Our work continues this line
for the case of data augmentation in binary code analysis.

7 Conclusion

Data augmentation is a well-established tool in machine learning,
yet its application to binary code analysis has so far been frag-
mented and narrowly scoped. In this work, we introduce a unified
framework for binary-level augmentation built on a small set of
constrained edit operations. The framework subsumes the transfor-
mations used in prior work and makes the design choices behind
them, in particular the constraints on semantic preservation, ex-
plicit and comparable. Through a systematic evaluation across five
binary code analysis tasks, we examine when and how augmenta-
tion is effective in this domain. Our results offer a more nuanced
picture than the prevailing view of augmentation as a generally
beneficial strategy.

Augmentation reliably improves performance when training
data is scarce, but the gains diminish as more data becomes avail-
able, and they vary substantially across tasks and transformations.
Strict semantic preservation, often treated as a prerequisite for
sound augmentation, might not always be required: relaxed trans-
formations match the performance of strict ones across the tasks
we compare. They remain effective even for vulnerability detection,
a task whose target property is closely tied to program semantics,
further supporting that strict runtime equivalence is not always
necessary. From these findings, we derive practical recommenda-
tions for the use of augmentation in binary code analysis, including
the use of relaxed transformations as a cheaper alternative and the
task specific tuning of augmentation strategies.

More broadly, our work shows that the value of revisiting an
established technique like data augmentation lies less in its mere
adoption than in understanding when and how it pays off. The in-
consistent application of augmentation in prior binary code analysis
work has obscured both its strengths and its limits. By providing
a unified framework and a systematic empirical study, we make
these trade-offs visible and place augmentation on a firmer footing
for future research and practice.

Open Science

To support further research on data augmentation for binary code
analysis, we make all code artifacts of this work publicly available
at github.com/mlsec-group/laica. Further, we release all datasets at
huggingface.co/collections/mlsec-group/laica-datasets.

This includes our augmentation framework with the implemen-
tation of all eight transformations, the code and configurations
to reproduce the experiments in Section 4, and the binary-level
vulnerability dataset derived from PrimeVul [13].
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Generative Al tools were used during the preparation of this work
to assist in organizing the research code into a structured software
library and to support the code documentation. All Al-assisted code
and documentation were reviewed, tested, validated, and, where
necessary, corrected by the authors to ensure their accuracy and
consistency with the implementation. Generative Al tools were
also used to improve the grammar, spelling, and fluency of the man-
uscript. All Al-assisted revisions were reviewed and edited by the
authors, who take full responsibility for the accuracy, correctness,
and integrity of the final manuscript and all associated research
artifacts. No Al tools were used to generate research data, conduct
data analysis, or produce results underlying the conclusions of this
work beyond the programming assistance described above.
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B Implementation Details

Our framework defines transformations through edit operations
and constraints, leaving the implementation open. Instruction sub-
stitution, for example, can draw from a table of semantically equiv-
alent alternatives, use binary rewriting, or take any other route
that satisfies the same constraints. In the following, we describe
our own implementation, summarized in Table 4. We satisfy the
constraints heuristically to keep the runtime overhead low.

NOP insertion, truncation, and instruction erasing satisfy their
constraints by construction. Instruction substitution resorts to a set
of semantically equivalent replacements for common mnemonics
and samples replacement sequences with register, memory, and im-
mediate variants. Instruction insertion samples from a predefined
set of idempotent one- and two-instruction sequences parameter-
ized by registers, addresses, and immediates. Dead code insertion
generates a random instruction sequence and places an uncondi-
tional jump immediately before it, targeting the first instruction
after the sequence. Instruction swapping applies a shallow register-
level check: two instructions count as data-dependent and thus not
swapped, if one writes a register the other accesses. Basic block
reordering recovers basic blocks and permutes their positions.

Table 4: Overview of the implementation of the constraints.

Constraint Implementation

Instruction substitution

si~z Replacements are drawn from a table of spec-

I=1 ified equivalent alternatives, so z satisfies the
constraint by construction.

Instruction insertion

z ~ {anop)  Sequences z are sampled from a predefined set of
sequences equivalent to a no-operation and are
therefore semantics-preserving by construction.

Dead code

Z1 < Si41 The sequence z is prepended with a ajyp in-
struction, targeting si.; and thus satisfies the
constraint by construction.

NOP insertion

z = (anop) anop instructions are inserted at random places
in the sequences.

Truncation

i=1 Instructions are deleted from the start and end

of s.

Instruction erasing
i<n-1 Instructions are deleted at a random index in s.

Instruction swapping
siLsj We analyze each pair’s register usage (a;, aj+1)
Li=lj=1 and swap only those without data hazards.

Basic block reordering

i < iyl These constraints always hold within basic

$j =< Sjsl; blocks, which we recover through a control-flow
graph reconstruction of each function.
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