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Abstract
Autonomous vehicles, including self-driving cars and drones, heav-
ily rely on machine learning models for perception and control.
This reliance introduces a significant attack surface through adver-
sarial patches—visual patterns that mislead learning models. While
prior work has demonstrated that such patches can induce misclas-
sifications or tracking failures, they fall short of enabling sustained
control over autonomous systems in rapidly changing conditions.

In this paper, we introduce continuous adversarial patches, a
proof-of-concept attack that demonstrates the potential for sus-
tained control over autonomous vehicles that rely on single object
tracking. When displayed on a video screen, these dynamic patches
guide tracking drones along adversary-defined trajectories. We
implement a diffusion model to produce continuous adversarial
patches in real time, targeting PULP-Frontnet and YOLOv5, two
object detection models used in drone research. In simulation, our
method demonstrates successful trajectorymanipulation under con-
trolled conditions, including slingshot and freestyle maneuvers. We
release our simulation environment and code to facilitate further
investigation of this attack class and the development of robust
countermeasures. Our code is available for further research under
github.com/mlsec-group/continuous-patches.

CCS Concepts
• Computing methodologies→Machine learning; Vision for
robotics; • Security and privacy → Software and application
security.
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Figure 1: A person-following drone is accelerated along
an adversary-defined trajectory via continuous adversarial
patches presented on a video display.

1 Introduction
Autonomous vehicles, from self-driving cars to aerial drones, heav-
ily rely on machine learning for perception and control [19, 34, 38].
Yet, these same models introduce a critical vulnerability in the form
of adversarial patches. These visual patterns can trick systems into
misclassifying objects or losing track of targets [2, 13, 33, 43, 46, 53].
However, all existing attacks have been limited to instantaneous
errors. That is, the adversary predefines a single target action and
crafts a static visual pattern accordingly. The adversarial pattern
cannot be changed in real time to adapt to environmental changes.
As the vehicle changes position and orientation, the visible patch re-
gion shifts, the viewing angle changes, and a static pattern quickly
loses efficacy. Controlling a vehicle’s trajectory thus requires con-
tinuously generating new patches, each adapted to the vehicle’s
current state.

This requirement poses three distinct technical challenges. First,
the attacker does not have access to the victim’s camera image
and therefore cannot optimize patches against the actual scene the
vehicle perceives. Second, standard gradient-based optimization
methods, such as projected gradient descent (PGD), are computa-
tionally prohibitive for real-time use: generating a single effective
patch requires seconds to minutes [2, 13, 31], whereas a moving
drone operating at a 10 Hz control loop demands patch updates at
comparable frequency. Third, the patchmust remain effective across
a wide range of vehicle poses, display positions, and target actions,
not just for a single fixed configuration. Precomputing patches for
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all possible states is intractable, as the joint space of vehicle poses
and display constraints is continuous and high-dimensional.

We bridge this gap by introducing continuous adversarial patches,
a proof-of-concept attack class that explores whether video dis-
plays can serve as real-time steering mechanisms. Unlike static
patches, our method employs a generative model conditioned on
the vehicle’s state to produce adaptive, time-varying patterns.When
displayed on a screen, these dynamic patches can guide tracking
drones along adversary-defined trajectories in a simulated environ-
ment, as shown in Fig. 1.

We evaluate our approach using a custom simulation environ-
ment and a generative model to compute adversarial patches. In
this controlled setting, our attack demonstrates the ability to de-
ceive PULP-Frontnet and YOLOv5, two object detection models
studied in drone research, inducing maneuvers such as “slingshot”
flights where a drone is aggressively accelerated along attacker
defined directions. This proof-of-concept shows that control over a
part of the field of view can be transformed into an active attack
vector, with the potential to influence a tracked vehicle’s trajectory
through a nearby display.

Our findings suggest that continuous adversarial patches rep-
resent a previously underexplored attack class warranting further
investigation, particularly in public spaces with large displays (e.g.,
festivals, sports events).
In summary, we make the following contributions.

• Continuous Patches: We introduce a proof-of-concept attack
that generates adaptive patches in real time using a diffusion
model, demonstrating sustained influence over autonomous
vehicles relying on object tracking for navigation.

• Simulation Environment: We design a custom simulation
environment consisting of a drone’s object detector and con-
trol dynamics, released as open-source software. It evaluates
patches under controlled conditions and can serve as an
adversarial benchmark for future work.

• Generative Training:We introduce a training objective for dif-
fusion models that integrates the victim’s detection pipeline,
incorporating the distribution of real-time transformations
and environmental states rather than optimizing on static
images only.

• Proof-of-Concept Evaluation: We demonstrate the effective-
ness of our approach under varying conditions in simulation,
including the ability to induce slingshot maneuvers and com-
plex trajectories against targeted detection models.

2 Attacks on Autonomous Vehicles
Autonomous vehicles, such as aerial drones, self-driving cars, and
ground robots, operate without direct human input. They can navi-
gate complex environments and pursue specific objectives on their
own. For example, consumer aerial drones can autonomously track
and film a moving person, enabling the creation of personal video
content. Similar capabilities are also used in self-driving cars for
lane monitoring and in ground robots for navigating around obsta-
cles [30, 39].

2.1 Object Detection and Tracking
Central to autonomous vehicles is their ability to perceive and un-
derstand their surroundings. To this end, a system must be able
to detect and track nearby objects. This task, referred to as object
detection and tracking, involves estimating the position and orienta-
tion of an object—its pose—relative to the vehicle and continuously
updating this estimate as both the vehicle and the object move.

For object detection, most autonomous vehicles rely on onboard
cameras. The captured images are processed by machine learning
models that identify relevant objects and estimate their pose within
a predefined coordinate system. In practice, objects are first repre-
sented by bounding boxes in the camera images, annotated with
a likelihood of which object class the box belongs to. Finally, the
boxes are filtered and mapped to physical poses in the vehicle’s
frame of reference. Object tracking extends this process across
successive video frames by using re-identification algorithms that
compare visual features extracted from bounding boxes and assign
consistent identifiers as objects move through the scene.

Two architectural paradigms exist in practice. End-to-end sys-
tems like PULP-Frontnet [34] directly predict poses from camera
images, avoiding intermediate representations. Alternatively, sys-
tems may decompose the task: an object detector first localizes can-
didates via bounding boxes and an object tracker re-identifies the
same object from previous frames based on learned features [9, 24].
Initialization of object trackers typically requires an initial detector
output, with YOLO variants commonly used in this stage [53]. For
environments with limited scene complexity (e.g., single-person
tracking in controlled backgrounds), detector-only pipelines can
suffice since filtering disambiguates the tracked object. This design
choice trades multi-target robustness for computational efficiency,
which is advantageous on resource-constrained platforms.

2.2 Adversarial Patches
For many years, machine learning has defined the state of the art for
object detection and tracking, with deep learning models excelling
in performance and efficiency. Unfortunately, these models also
introduce a severe vulnerability for autonomous vehicles, particu-
larly in the form of adversarial patches. Such patches are carefully
crafted visual patterns that, when placed within the field of view of
a vehicle’s camera, mislead the learning model and cause erroneous
predictions. This misdirection then propagates through the percep-
tion and control pipeline of the vehicle and directly influences its
behavior.

A substantial body of prior work has demonstrated attacks
against self-driving cars [3, 5, 45, 46, 54] and drones [13, 33, 44, 53]
using adversarial patches. These attacks, for example, trick models
into misclassifying traffic signs, ignoring pedestrians, or causing
objects to simply vanish during tracking [5, 45, 54]. DeGhost [33]
and FlyTrap [53] both establish the feasibility of visually deceiving
drones, but neither achieves the fine-grained, trajectory-level con-
trol enabled by state-conditioned continuous patches (see Section 8
for a detailed comparison). However, most previous attacks miss
a key aspect of autonomous vehicles: they are not static. While
autonomous vehicles naturally move and navigate, existing attacks
are limited to a fixed instantaneous action and are therefore unable
to dynamically influence the behavior of the victim.
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Figure 2: Conceptual description of the attack scenario. At
state 𝑠𝑖 , the drone aims to track a human subject. A continu-
ous adversarial patch on a display induces a false detection
(dashed), triggering the action 𝑎 and leading to the state 𝑠𝑖+1.

3 Continuous Adversarial Patches
We introduce a new attack that explicitly addresses the dynamic
nature of autonomous vehicles. The key idea is to construct contin-
uously adversarial patches that are adapted to the vehicle’s current
state and thereby dynamically influence its motion. Rather than
being a static pattern, the patch is a function conditioned on the
desired state of the autonomous vehicle. Before introducing the
design of this function, however, we first define our threat model,
which naturally differs from that of classic adversarial patches.

3.1 Threat Model
We consider an adversary whose goal is to manipulate the trajec-
tory of an autonomous vehicle to cause physical harm, for example
by steering it toward bystanders. The vehicle derives waypoints for
its navigation from poses estimated by an internal object tracking
model. The adversary seeks to influence this navigation by manip-
ulating the visual inputs to the model. This setup reflects common
deployment scenarios in which object-tracking outputs serve as
a primary input to control, for example in consumer drones that
follow people, as produced by companies such as DJI (e.g., the Neo),
Bitcraze (e.g., Crazyflie 2.1), and HoverAir (e.g., the X1).

We assume that the adversary controls a video display within the
vehicle’s field of view and can estimate the vehicle’s pose. Suitable
displays include monitors mounted on trucks for advertising at
public events, LED walls used for image magnification at concerts,
and large displays installed along city boulevards. Fig. 3 shows
examples of displays that fall within our threat model. Although
presenting adversarial patches via a display requires more effort
than using stickers or murals, such video screens are common in
urban and public settings, such as festivals, stadiums, and tourist
areas.

Estimating the pose of an object is a well known problem in
computer vision and robotics. An extensive amount of prior work
has enabled six degrees of freedom pose estimation of objects from
a single RGB image in real time [8, 17, 18, 36]. We therefore as-
sume that the attacker is able to perform the detection, tracking
and pose estimation of UAVs in the vicinity of one or multiple
smartphones [22].

Finally, we assume the attacker possesses white-box access to
the detection model employed by the vehicle. This assumption is

(a) Food truck with LED displays

(b) Billboard truck with LED displays

Figure 3: Examples of video displays at public events. Gener-
ated with Gemini 3.1 Pro.

motivated by the prevalence of publicly available and standardized
object detection models in modern autonomous systems [6, 51, 53].
Even for proprietary systems, transfer attacks using surrogate mod-
els are feasible [35]. This threat model intentionally represents a
worst-case adversary designed to probe the upper bound of vulner-
ability. We discuss the implications of relaxing these assumptions
in Section 7.

3.2 Problem Statement
If an adversarial patch is a function rather than a point, how do we
describe its generation? To address this question, we first model the
motion of the victim system and then derive optimization problems
that yield a corresponding function.

State Model of Attack. We represent the movement of the victim
by a series of pose states 𝑠0, . . . , 𝑠𝑛 . In our setting, the orientation is
especially important, as it allows the attacker to accurately deter-
mine the field of view of the camera. Although the pitch and roll
of some vehicles may also vary, we can omit them, as cameras are
typically mounted on gimbals that stabilize these axes. We therefore
represent the orientation using only the yaw angle. This results in
a pose representation 𝑠 ∈ S = R4, where the first three dimensions
describe the victim vehicle’s position in world coordinates, while
the last dimension encodes the yaw angle. We further denote the
distance between two poses by ∥𝑠𝑎 − 𝑠𝑏 ∥ and calculate it as the sum
of the L2-distance of the position and the cosine distance of the
yaw angle.
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Based on this representation, we model the state transitions as
𝑠𝑡+1 = 𝑠𝑡 + 𝑎𝑡 , where the action 𝑎 ∈ A = R4 represents a relative
change in a pose. Note that this operation is a vector addition only
in the first three dimensions and an addition modulo 2𝜋 in the last.
In a person-following drone, the action typically depends only on
the camera image 𝑥𝑡 ∈ X and is computed using an object tracking
system 𝛾 : X → A, where X = Rℎ𝑥 ×𝑤𝑥 is the set of grayscale
camera images with height ℎ𝑥 and width𝑤𝑥 .

While the attacker cannot directly control the input image 𝑥𝑡 ,
they can influence a constrained region of it. These constraints arise
from the position of the video display on which the patch is shown
relative to the vehicle’s field of view. This constrained region can be
described by a mask 𝑐 ∈ C = {0, 1}ℎ𝑥 ×𝑤𝑥 . The attacker generates
patches that are shown in this constrained region using a patch
generation function 𝑝 : A×C → P. The possible patches P = Rℎ𝑝×𝑤𝑝

have a fixed size and must be transformed to fit in the constrained
region. We denote the addition of such a transformed patch to a
camera image 𝑥𝑡 under constraints 𝑐 by

𝑥𝑡 ⊕𝑐 𝑝 (·, ·). (1)

Patch Size and Perspective. The possible patches P = Rℎ𝑝×𝑤𝑝 have
fixed resolution and must be transformed to fit in the constrained
region. While the physical size of the patch’s projection onto the
camera image varies with the drone’s distance to the display, we
decouple patch generation from physical geometry. Perspective
transformations (see Section 4) map the fixed-resolution patch into
the constrained region at render time. This allows the diffusion
model to learn a resolution-invariant representation while accom-
modating varying display sizes and distances during evaluation.

Adversarial Trajectories. The attacker can now control the vic-
tim’s state trajectory. While a single patch induces only a single
state change, a continuous patch generates a sequence of actions
and thus gradually shapes the vehicle’s trajectory over time. We
focus on two types of such trajectories: slingshot maneuvers, which
aim to aggressively accelerate the vehicle in a target direction in or-
der to cause a crash, and freestylemaneuvers, in which the resulting
trajectory can take arbitrary forms.

Slingshots:We model the attacker’s goal of a slingshot as moving
towards a goal point 𝑔 ∈ S far away in the target direction. The at-
tacker constructs this attack by finding a patch generation function
𝑝 based on the current constraints and the target action (𝑔 − 𝑠𝑡 ).
More formally, the attacker aims to solve the optimization problem

argmin
𝑝

∥𝑔 − (𝑠𝑡 + 𝑎𝑡 )∥ (2)

with 𝑎𝑡 = 𝛾 (𝑥𝑡 ⊕𝑐𝑡 𝑝 (𝑔 − 𝑠𝑡 , 𝑐𝑡 )) . (3)

Freestyle: In this scenario, we model the attack as a sequence of 𝑘
goal points (𝑔1, . . . , 𝑔𝑘 ) that define a target trajectory. The attack is
realized by learning a patch generation function 𝑝 that, at each time
step 𝑡 , induces actions that keep the vehicle close to the current
goal point. Concretely, the objective is to minimize the deviation
(𝑔𝑖 − 𝑠𝑡 ). This leads to the following optimization problem,

argmin
𝑝

𝑘∑︁
𝑖=0

∥𝑔𝑖 − (𝑠𝑡 + 𝑎𝑡 )∥ (4)

with 𝑎𝑡 = 𝛾 (𝑥𝑡 ⊕𝑐𝑡 𝑝 (𝑔𝑖 − 𝑠𝑡 , 𝑐𝑡 )) . (5)

3.3 Attack Methodology
The patch generating function 𝑝 can be implemented in various
ways. A naive approach would be to iteratively apply a standard
algorithm for generating adversarial patches. In the setting of con-
trolling an autonomous vehicle, however, specific challenges arise
that render the direct application of existing techniques ineffective.
First, most approaches to adversarial patch generation require ac-
cess to the camera image on which the patch is placed, which is
not available to the adversary in our setting. Second, the under-
lying gradient-based optimization is computationally demanding.
Generating effective patches in real-time is therefore difficult with
existing methods, as we demonstrate in Section 5. Although the
reliance on camera images could, in principle, be addressed using
universal adversarial patches [e.g., 13], optimizing these patches is
computationally intensive and therefore infeasible under real-time
constraints.

Generative Learning of Patches. As a remedy, we turn to genera-
tive learning. Diffusion models, which achieve state-of-the-art per-
formance in image synthesis, can be conditioned on external param-
eters to generate outputs matching desired properties [1, 10, 15, 55].
This conditioning capability is well suited to our scenario: the
model generates patches based on the desired adversarial action
and display constraints.

Patch Diffusion Model. We train a diffusion model based on the
EDM framework [20] to synthetically generate patches conditioned
on parameters of the environment; more specifically, the constraint
mask 𝑐 of the adversarial patch within the final manipulated camera
image and a target action 𝑎 = (𝑔−𝑠) expressed in the drone’s frame
of reference. We specify the constraint matrix as a transformation
matrix applied to the output of the model to map it directly into the
constrained region. Furthermore, we tailor the training objective to
our setting. Contrary to simply denoising the patches, we addition-
ally incorporate the target detection models into the training. After
a denoising step, the patches are projected onto background images
randomly drawn from dataset X. The manipulated images are then
used as input to the object detector. The output action computed
should then be as close as possible to the desired target waypoint
defined by the conditioning. Based on Equation (2), the goal is to
minimize the expectation of the distance between the predicted
and goal action. More specifically, we search for parameters 𝜃 of
the diffusion model by solving the problem:

argmin
𝜃

∑︁
𝑥∼X,𝑐∼C,𝑎∼A

L𝜃 (𝑥, 𝑐, 𝑎) , (6)

L𝜃 (𝑥, 𝑐, 𝑎) = ∥𝑎 − 𝛾 (𝑥 ⊕𝑐 𝑝𝜃 (𝑎, 𝑐))∥ . (7)

Generated patches are therefore guided towards impacting the
object detector output depending on conditioning. As shown in
Fig. 4, standard adversarial patches and patches generated using
a diffusion model for the same action share similar structures, yet
continuous versions exhibit a more coarse-grained and smooth
appearance. This texture arises because the diffusion model gener-
alizes existing patches and batches of possible background images
instead of a single image only.
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3.4 Practical Considerations
Equipped with a general optimization problem, we consider practi-
cal aspects that influence how continuous patches can be generated
for real-world object tracking systems.

Detector-Only Tracking Pipelines. Our evaluation targets two ob-
ject detection architectures with distinct control mappings. PULP-
Frontnet [34] is an end-to-end model that directly predicts poses,
representative of resource-constrained nano-UAVs. YOLOv5, by
contrast, outputs bounding boxes without built-in control logic and
is widely adopted in commercial and research drone systems for
initial tracking stages [6, 51]. To evaluate YOLOv5, we construct a
perception-to-control pipeline using differentiable pose estimation
and waypoint generation. Access to complete proprietary pipelines
of commercial drones would require time-consuming reverse engi-
neering. Our custom pipeline draws from state-of-the-art methods
in drone research [9, 23, 27, 32, 47, 50] and enables evaluation
across a broader class of bounding-box-based detectors rather than
a single proprietary system. This design choice improves generaliz-
ability while maintaining realism for resource-constrained tracking
scenarios common in consumer drones.

Differentiable Bounding Boxes. Object detectors map camera im-
ages directly to poses or first to bounding boxes (see Section 2). In
the latter case, a common post-processing method to efficiently fil-
ter and merge redundant and non-relevant boxes is non-maximum
suppression. This method neglects all boxes with low likelihoods,
and filters redundant boxes by measuring their intersection-over-
union. Unfortunately, this step is not differentiable and hinders
applying gradient-based optimization. Since we are focusing on
predicting the pose of a certain subject, for instance a person, we can
filter all boxes of high likelihood for “person” and neglect all other
boxes. To approximate this procedure, we first apply the softmax
function to map all predicted likelihoods to the range [0, 1], where
resulting likelihoods close to 1 correspond to boxes containing a
person. We then multiply these weights with the predicted boxes,
weighing them by the likelihood of being chosen. Finally, we sum
all remaining boxes to merge them. This is viable for merging boxes
if we assume the goal of the person detection task is to follow the
object inside the camera images that causes the object detector to
believe that it is most likely a human. As a result, we obtain an
approximate variant of the non-maximum suppression algorithm,
enabling gradient flow during diffusion model training.

Differentiable Pose Estimation. 3D pose estimation from 2D im-
ages requires calibrated camera intrinsic and extrinsicmatrices—intrinsics
map pixels to the camera frame, extrinsics map to an external frame
(e.g., vehicle). Following Vrba and Saska [47], we use a YOLO de-
tector to localize objects simplified as spheres of known radius,
reducing hyperparameters to just radius and camera matrices. This
approach is fast and lightweight for real-time use. We construct
rays 𝑟1 and 𝑟2 from the optical center to the bounding box edges,
plus a center ray 𝑟𝑐 = 1

2 (𝑟1 + 𝑟2). After normalization, we compute
the angle between rays:

𝛼 = arccos
(
𝑟1 · 𝑟2

∥𝑟1∥∥𝑟2∥

)
. (8)

(a) Standard patch
(Frontnet)

(b) Continuous
patch (Frontnet)

(c) Standard patch
(Yolov5)

(d) Continuous
patch (Yolov5)

Figure 4: Comparison of adversarial patches for the same
action. The continuous patch is created using a diffusion
model, the standard patches were generated via gradient
descent optimizing the objective defined in Equation (7).

Distance derives from sphere trigonometry: 𝑑 =
√
2𝑘

sin(0.5𝛼 ) , where
𝑘 is the known radius. Multiplying 𝑑 by the normalized center
ray gives the 3D position in camera frame; applying the inverse
extrinsic transforms it to world coordinates. Orientation follows
via 2-argument arctangent of the relative position. This method is
computationally efficient, requiring only approximate physical size.
More sophisticated approaches (e.g., monocular depth networks)
add latency without significantly affecting our threat model.

4 Experimental Setup
To evaluate the efficacy of our continuous adversarial patches, the
setup must provide a reproducible and realistic benchmark while
ensuring safety throughout all experiments. As direct testing of
autonomous vehicles in real-world settings would raise safety con-
cerns and introduce errors from uncontrolled factors, we conduct
our experiments in a simulated environment. In the following, we
introduce this environment, the target models, and training proce-
dures.

Scope and Limitations. We emphasize that this work is a proof-
of-concept study. All experiments are conducted in a custom sim-
ulation environment, and the threat model assumes knowledge
of the victim’s detection model and estimated real-time pose. Our
goal is to demonstrate the feasibility and upper-bound severity of
continuous adversarial patches, not to claim immediate real-world
deployability. We release our simulation environment and code to
enable further investigation and benchmarking by the community.
Full limitations are discussed in Section 7.

4.1 Simulation Environment
Existing simulators offer physically accurate drone simulation with
detailed rendering [11], but none specifically benchmark drone
robustness against adversarial inputs. Rendering engines introduce
unnecessary computational overhead for adversarial testing. Pre-
computed image datasets suffice for evaluating attack effectiveness.

We develop a custom simulation environment tailored to our
experimental needs. Released with our codebase, it allows drone
manufacturers to benchmark systems using our setup or adapt it to
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their requirements. All components (controller, monitors, camera
images, adversarial methods, object detectors) are easily replace-
able.

Simulation Approach. The vehicle operates within a confined 3D
space (see Fig. 2). A proportional controller [49] computes updated
poses given waypoints and pose update frequency. The controller
uses position gain 𝐾pos

𝑝 = 1.5 with velocity clamping at 15 m/s
maximum, and yaw rate gain 𝐾yaw

𝑝 = 3.0 with yaw rate clamping
at 3 rad/s maximum. These parameters estimate the specifications
provided for the DJI Neo1. Camera images are drawn from the
extended Frontnet dataset of indoor scenes (see Section 4.2) and
processed by an object detection model 𝛾 to predict human subject
poses. These relative poses map to target waypoints, maintaining a
safe distance while keeping the subject centered in the camera’s
field of view.

Before capturing each image, we simulate an adversary display-
ing an adversarial patch on a stationary video display of user-
defined size. This external manipulation requires no knowledge of
the camera image—only the poses of the drone and display. Patches
are projected within each camera image via perspective transfor-
mations [42].

Simulation Procedure. Each run begins with the autonomous
vehicle at a fixed pose 𝑠0 in world coordinates, with the monitor
positioned two meters in front and facing the drone. Users spec-
ify monitor size via diagonal inches. The simulation executes at
10 Hz, following waypoints derived from the object detection model
and translated by the proportional controller. Each configuration
is repeated across three random seeds to account for stochastic
elements in the diffusion model sampling. Results report averages
across runs, with standard deviations indicated where applicable.

4.2 Target Models and Datasets
We evaluate two resource-efficient object detection models com-
monly deployed on drones: PULP-Frontnet [34] and YOLOv5 [19].
Both models are resource-efficient and perform well at detecting
human subjects, making them realistic targets for our adversarial
benchmarks [6].

PULP-Frontnet. PULP-Frontnet [34] is an end-to-end pose esti-
mation model designed for the Crazyflie 2.1 nano aerial vehicle. It
processes 160 × 96 grayscale images to directly predict a human
subject’s 3D position and orientation angle in the drone’s frame.
These predictions drive the vehicle’s controller to maintain the
subject in the camera’s center, meaning the model’s output directly
dictates the drone’s behavior.

YOLOv5. We utilize YOLOv5 [19], a standard in the YOLO fam-
ily [37]. It accepts 640×320 RGB images, outputting 12,600 bounding
boxes with associated objectness scores and 80 class probabilities
per box. Since YOLOv5 lacks end-to-end control capabilities, we
construct a perception-to-control pipeline using the differentiable
pose estimation and waypoint generation described in Section 3.4.
For consistency, we convert inputs to grayscale.

1DJI Neo Specifications

PULP-Frontnet Dataset. Our simulation uses an extended version
of the PULP-Frontnet dataset [34], originally designed for training
end-to-end tracking models. It contains indoor scenes with multi-
ple human subjects, labeled with ground-truth 3D positions and
orientation angles. While the original data includes annotations,
the extension by Hanfeld et al. [13] adds unannotated images to
increase scene variety and flight dynamics. To correct a bias toward
subjects appearing on the right side of the frame, we vertically
mirror all images, effectively doubling the dataset size.

Dataset Limitations. The Frontnet dataset consists of indoor
scenes with controlled lighting and predominantly static back-
grounds. While the extension by Hanfeld et al. [13] and our verti-
cal mirroring increase scene variety, the dataset does not include
outdoor environments, adverse weather conditions, varying illu-
mination (daylight to darkness), occluded subjects, or multiple si-
multaneous tracked objects. This limits generalizability but enables
controlled evaluation of the attack mechanism.

4.3 Training Procedure
We train the diffusion model of our attack on a dataset of 1000
optimal patches generated using projected gradient descent (PGD)
for a diverse set of environmental conditions. More specifically,
we sample uniformly random actions and constraints and then
generate universal patches similar to [13]. Concretely, for each
randomly chosen 𝑐 ∈ C and 𝑎 ∈ A, we compute patches 𝑝 ∈ P by
solving

argmin
𝑝

∑︁
𝑥∈X

∥𝑎 − 𝛾 (𝑥 ⊕𝑐 𝑝)∥ , (9)

using gradient descent. This optimization objective mirrors the
optimization objective of continuous adversarial patches, differing
in that a specific single patch 𝑝 for a chosen constraint and action
is required instead of a general patch generating function 𝑝 .

For our implementation, we follow [20] and train a UNet model
[40] with residual blocks [14] as the underlying architecture. To
condition the model on a user-specified target, we embed the target
using a linear layer followed by a convolutional layer, and add the
resulting features as additional channels to the input image. The
model is trained for 1000 epochs with a batch size of 32, the Adam
optimizer [21] with a learning rate of 10−4, and 1000 maximum
denoising time steps. We use Equation (7) as the loss function to be
minimized. The training of each diffusion model takes less than four
hours utilizing an NVIDIA A100 GPU, making this a feasible attack
despite the high number of epochs. Moreover, inference using the
trained model requires at most two milliseconds, supporting update
rates of up to 500 Hz for the patch generation component alone.
We note that end-to-end pipeline latency—including drone pose
estimation, patch rendering, and display refresh—would reduce this
rate in practice. Note that an optimal patch generation with PGD
would be possible at 0.95±0.38 Hz for Frontnet and 0.03±0.05 Hz for
Yolov5 in our simulation per patch. Due to batching, the diffusion
model could potentially even predict multiple patches at once while
still being significantly faster.

https://www.dji.com/neo/specs
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5 Evaluation
We examine whether continuous adversarial patches enable sus-
tained control over an autonomous drone across different object
detection models in our simulated setting, and how robust this con-
trol remains under varying operational parameters. This evaluation
is organized around two attack scenarios. We first study slingshot
attacks, in which the attacker aims to rapidly accelerate the drone
along a single target direction. In this setting, we examine factors
that influence attack effectiveness in simulation and compare con-
tinuous adversarial patches against a range of baseline strategies.
We then consider freestyle attacks, where the attacker attempts
to guide the drone along more complex, multi-step trajectories in
simulation.

To ensure robust results, we evaluate several combinations of
simulation parameters, repeat each configuration across three ran-
dom seeds, and report averages across runs. All results are obtained
in the custom simulation environment described in Section 4.

5.1 Slingshot Attacks
In the slingshot setting, the attacker specifies a target direction
for drone acceleration in simulation. The objective is to induce
sustained motion in this direction while keeping the adversarial
display within the drone’s field of view. We measure success as
signed displacement projected onto the target direction—positive
values indicate motion in the intended direction.

We evaluate slingshot performance as a function of three factors:
target direction, display size, and detection model. Unless stated
otherwise, results are averaged across display sizes and directions.
Overview results for YOLOv5 are in Fig. 5; Frontnet results appear
in Appendix D.

Target Direction. We study four trajectories: forward, backward,
left, and right. Attack performance varies substantially—forward
motion yields the strongest displacement, followed by backward,
while leftward and rightward motion result in smaller displacement.
To avoid overstating performance aligned with inherent dataset
drift, we focus on the backward slingshot direction for subsequent
evaluation, as it is least affected by bias and particularly challenging
since the visible display area shrinks as the drone moves away.

Display Size. We vary the display diagonal across 60, 80, 100,
and 120 inches (16:9 aspect ratio), covering commercial monitors.
Attack effectiveness increases with display size, as larger displays
allow greater control over the camera image. Even 60-inch displays
consistently enable slingshot maneuvers.

Displacement eventually saturates for each size due to the display
effectively shrinking as the drone moves away. From this saturation
point, we estimate an attacker must control at least 7 % of the
camera’s field of view to succeed.

Detection Model. While slingshot attacks succeed for both Front-
net and YOLOv5, the attack on Frontnet struggles with continued
control. Counterintuitively, despite YOLOv5’s stronger benign per-
formance, its higher input resolution provides more degrees of
freedom for the attacker when the drone moves backward.
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Figure 5: Sensitivity of slingshot attacks to target direction
and display size. Results are averaged across all directions
except forward for display sizes and all display sizes for target
directions.

5.2 Baseline and Alternative Attacks
We compare slingshot attacks against (i) baseline strategies lacking
online adaptability, and (ii) alternative patch-generation mecha-
nisms. Performance is normalized by maximum achievable distance
in the target direction. Table 1 reports effectiveness for backward
slingshot, averaged across display sizes.

Baselines. We consider unaltered camera input (None), static
adversarial patches optimized for limited placements [13], and an
artificial PGD attack constrained to 10Hz with direct camera access
(unrealistic; serves as an upper bound).

Across both models, these baselines fail to induce sustained sling-
shot motion. Static patches and PGD occasionally cause isolated
deviations, but remain near zero, indicating inability to counteract
inherent motion tendencies. PGD would require higher computa-
tion time (0.95 ± 0.38 Hz for Frontnet, 0.03 ± 0.05 Hz for YOLOv5),
leading to different robot states post-optimization.

Alternative Patch Generation. Beyond our diffusion-based ap-
proach, we evaluate precomputed patch alternatives:

• Corpus: 1000 universal adversarial patches from training;
nearest neighbor selected based on desired action and display
mask.

• Interpolation: Two nearest neighbors retrieved and interpo-
lated.

Both yield modest improvements over static baselines for Front-
net but fail on YOLOv5. Limited by reliance on precomputed patches,
they cannot generalize effectively.
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Table 1: Performance of different slingshot approaches in percent (simulation results). Quality is measured relative to the
optimal flight path and averaged across different display sizes. Negative numbers indicate opposite-direction steering. Higher
is better.

Baselines Alternative Generative

Model None FAP [13] PGD Interp. Corpus Ours

Frontnet −1.3 ± 0.0 1.7 ± 0.6 3.3 ± 1.9 5.8 ± 2.6 18.8 ± 4.8 32.4 ± 7.0
YOLOv5 −0.4 ± 0.0 5.5 ± 2.4 −6.2 ± 1.6 −2.1 ± 0.4 −1.4 ± 0.5 75.3 ± 6.1

In contrast, our diffusion-based approach substantially outper-
forms all alternatives, achieving 38.3 % for Frontnet and 74.5 % for
YOLOv5 under real-time constraints. Sustained slingshot control
requires both temporal continuity and an expressive generative
model.

5.3 Freestyle Attacks
We extend beyond single-direction slingshot attacks to complex
paths. Specifically, we consider a triangle and infinity symbol tra-
jectory, each defined by 25 waypoints the drone must follow via
continuous patches on a video display.

Performance Measure. Since displacement does not capture path-
following, we use Fréchet distance—a standard curve similarity
measure accounting for spatial deviation and waypoint ordering.

Results. We evaluate the same methods as the slingshot setting;
results appear in Table 2. Our approach shows decent performance
on complex maneuvers, requiring both trajectory adherence and
keeping the monitor in view.

Our diffusion-based attack performs best on YOLOv5 (lowest
Fréchet distance) and comparably on Frontnet. Example trajectories
appear in Fig. 6 and Appendix Section D. Though the drone does
not perfectly trace the target shape, intended trajectories are clearly
discernible, while best baselines fail to follow them meaningfully.

6 Countermeasures
Given the threat of continuous adversarial patches, we outline
potential countermeasures that warrant investigation. We organize
countermeasures into three categories: detection-based approaches,
robustness training, and operational constraints. Evaluating these
countermeasures remains future work.

Detection-Based Defenses. Adversarial patches are not a new
problem, and many countermeasures have been proposed to ad-
dress this threat. Two complementary lines of research dominate
the field: detecting anomalous inputs and training models to be
robust. While detection might appear straightforward, as patches
are highly suspicious to human observers, these detectors can be
defeated by incorporating them into the adversarial objective and
have therefore proven insufficient [4].

Recent work on projection-based attacks has proposed special-
ized detection mechanisms. DeGhost [33] introduces a CNN clas-
sifier with Fourier analysis to distinguish projected objects from
real ones, achieving AUC 0.998 on projector-based phantom at-
tacks. Adapting such frequency-domain analysis to video displays

PGD FAP [13] Ours

PGD FAP [13] Ours

Frontnet

Yolo

Figure 6: Flight paths of our continuous adversarial patch
attack on the triangle trajectory in simulation. The visual-
ized path corresponds to the median run, selected based on
Fréchet distance to the target trajectory.

(which lack projector artifacts) and testing against our continuous
patch attack is promising future work. Furthermore, it is unclear
how a vehicle should respond once an attack is detected. A drone
could stop following all persons, yet this would introduce a risk of
denial-of-service attacks that obstruct the correct functioning of
the autonomous vehicle.

Robustness Training. A more fruitful line of research has focused
on robustness, particularly through adversarial training [16, 28].
While adversarial training often yields only moderate protection
in practice against static patches, it may offer stronger defense
against continuous adversarial patches given their adaptive na-
ture. In combination with our generative approach, defenders could
potentially train on large amounts of continuously-generated ad-
versarial inputs, creating a dynamic arms race. We therefore argue
that adversarial training is a promising avenue for defense, but is
likely insufficient as a standalone measure without additional safe-
guards. Evaluating adversarial training against continuous patches
in simulation, then validating in physical tests, is a priority for
future work.

Operational and Sensor-Based Defenses. Some high-end drones in-
clude obstacle avoidancemechanisms [41], but these are uncommon
in consumer models used for personal tracking. Limiting tracking
speed could improve safety but trades utility for responsiveness.
Since attack success scales with display size (Fig. 5), constraining
operational environments to avoid large displays may reduce risk in
security-sensitive settings. Multi-modal sensor fusion (e.g., LiDAR,
radar) could also help identify the planar structure of a display,
though prior work has shown adversarial objects can target Li-
DAR systems [45]. Testing continuous patches against multi-modal
perception remains future work.
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Table 2: Path following capability of proposed freestyle maneuvers (simulation results). Performance is average Fréchet distance
from actual to target trajectory. Lower is better.

Baselines Alternative Generative

Model None FAP [13] PGD Interp. Corpus Ours

Frontnet 1.35 ± 0.15 1.07 ± 0.02 1.36 ± 0.07 1.53 ± 0.03 1.09 ± 0.03 1.11 ± 0.04
YOLOv5 1.14 ± 0.02 1.55 ± 0.04 1.62 ± 0.04 1.50 ± 0.03 1.44 ± 0.03 0.52 ± 0.01

7 Limitations
While we have tried to ensure that both our attack and simulation
are as realistic as possible, significant limitations remain. We or-
ganize these into categories reflecting the major concerns raised
during peer review.

Simulation-Only Evaluation. This is the primary limitation of
our work. We evaluate our attack solely in a simulated environ-
ment. While this choice is justified by reproducibility, safety, and
computational efficiency, it means our results do not demonstrate
physical realizability. Critical factors not modeled include: (i) cam-
era artifacts (rolling shutter, exposure adjustment, motion blur,
lens distortion), (ii) display artifacts (refresh rate limitations, color
gamut mismatch, viewing angle distortion, brightness constraints),
(iii) environmental conditions (ambient lighting variations from
daylight to darkness, weather, wind gusts affecting drone stability),
(iv) full drone dynamics (propeller thrust limits, battery degrada-
tion, payload effects, motor response latency), and (v) robustness
modules (Kalman filtering, sensor fusion, re-identification smooth-
ing). These omissions may cause our simulation to overestimate
attack success rates. Physical validation on real drones is necessary
and remains future work.

Custom YOLOv5 Pipeline. For our YOLOv5 evaluation, we con-
structed a perception-to-control pipeline using differentiable pose
estimation and waypoint generation. This pipeline is our own de-
sign. While YOLOv5 is widely used in drone research [6, 51], com-
mercial implementations typically include additional components
(ReID networks, trajectory smoothing, obstacle avoidance inte-
gration) that may alter attack effectiveness. Our results therefore
establish an upper bound on vulnerability for bounding-box-based
detectors, but actual deployed systems may be more or less suscepti-
ble depending on their complete architecture. However, the authors
of FlyTrap [53] were able to successfully transfer their white-box
attacks to black-box consumer drones.

Controller Simplifications. Our simulation uses a proportional
controller without re-identification components or temporal smooth-
ing of the tracked object’s position. Many consumer drones incor-
porate these features to handle occlusions and maintain tracking
stability. Omitting them simplifies the simulation and aligns with
prior adversarial drone research [13], but may overstate attack effec-
tiveness compared to production systems with more sophisticated
tracking stacks. We leave ablation studies on controller complexity
and ReID integration for future work.

White-Box Assumption. We assume the attacker possesses white-
box access to the victim’s detection model, camera model, and

calibration parameters. This strong assumption enables worst-case
vulnerability probing. While transfer attacks against surrogate mod-
els are feasible [52] and pose estimation from RGB imagery is
achievable [22, 42], real-world attackers would face uncertainty
about system internals. Gray-box and black-box attack effective-
ness against continuous adversarial patches remains unquantified.

Training Data Diversity. The diffusion model is trained on 1000
PGD-generated patches covering uniform samples of action space
and constraint masks from the Frontnet dataset. However, this
dataset consists of indoor scenes with controlled lighting and lim-
ited object occlusion scenarios. It does not include outdoor environ-
ments, adverse weather conditions, varying illumination (daylight
to darkness), multiple simultaneous tracked objects, or unusual
camera angles. The attack’s generalization to out-of-distribution
conditions is therefore unknown and warrants investigation.

Fixed-Size Patch Resolution. We generate patches at fixed resolu-
tion and apply perspective transformations to map them into the
camera image. In practice, the apparent patch size varies with drone
distance to the display, and very small patches (at long distances)
may lose adversarial effectiveness due to pixelation or insufficient
coverage. Our simulation does not explicitly model this degradation
at extreme ranges.

Pose Estimation Requirements. Our attack assumes the adversary
can estimate the drone’s pose in real time with sufficient accuracy.
While pose estimation from stereo cameras or RGB imagery is
feasible [18, 22, 36], estimation errors accumulate over time and
may reduce attack effectiveness. We do not quantify the attack’s
tolerance to pose estimation noise or latency.

Defense Evaluation Gap. We do not evaluate any defensive coun-
termeasures empirically. While we outline potential defenses in
Section 6, systematic testing of adversarial training, detection-based
approaches, or multi-modal fusion against continuous adversarial
patches is left for future work. This gap is particularly important
given that defenses evaluated against static patches may not gener-
alize to adaptive attacks.

8 Related Work
Ourwork connects research on adversarial robustness in autonomous
systems, physical adversarial patches, and diffusion-based attack
generation.

Attacks on Autonomous Vehicles. Early studies demonstrated that
visual perturbations can misclassify traffic signs or critical objects,
compromising control decisions [3, 12, 45, 46, 54]. Chahe et al. [5]
display adversarial patches on a monitor mounted to a ground robot



AISec ’26, November 15–19, 2026, The Hague, Netherlands Hanfeld et al.

to force traffic sign misclassification, but require the attacker to
navigate to a pre-optimized position and rely on hardware-specific
augmentations.

Attacks on Drones. Tian et al. [44] perturb steering angles via
single-image attacks, but these lack trajectory control. Hanfeld et al.
[13] introduce “Flying Adversarial Patches”—static patches on an
attacker drone to kidnap a victim drone. However, as reproduced in
our results (Table 1, Table 2), these static patches fail to adapt to en-
vironmental changes, and deployment is hindered by aerodynamic
effects from large physical patches.

FlyTrap [53] performs static “distance pulling” via a patch on
an umbrella, forcing a drone to collide with the holder. While it
avoids pose estimation by operating in pixel space, it fails if the
umbrella holder is not the primary tracked target and cannot adapt
to dynamic scenes.

DeGhost [33] studies phantom attacks where projectors cast
objects onto surfaces, causing drones to misidentify projections as
real. They conduct real-world experiments on DJI Mavic Air and
Tello with YOLOv3, and propose a CNN-based defense. However,
DeGhost uses natural images rather than adversarially optimized
patterns, relies on static or pre-recorded projections, and drone
trajectories emerge from the tracking algorithm rather than being
attacker-specified. Our work differs in three respects: (i) we use
video displays rather than projectors, (ii) our patches are adversari-
ally optimized and state-conditioned, and (iii) our attack enables
attacker-defined trajectories.

Diffusion Models for Adversarial Examples. Chen et al. [7] cou-
ple PGD with diffusion guidance for natural adversarial examples.
Lin et al. [26] and Wang et al. [48] generate stealthy patches for
object vanishing, printable on clothing. Miao et al. [29] guide gener-
ation toward adversarial subspaces of semantic groups. Li et al. [25]
generate car-obscuring patches conditioned on precomputed masks
for autonomous driving. Despite their visual stealth, these methods
focus on static image generation and do not address the dynamic,
temporal constraints of real-time robotic control.

9 Conclusion
Our proof-of-concept study suggests the adversarial attack surface
on autonomous vehicles may be broader than previously recognized.
Using a diffusion model to generate continuous adversarial patches
in real time, we demonstrate in simulation that attackers can not
only cause mispredictions but also steer vehicle trajectories along
defined paths–a qualitative shift from isolated misclassifications to
sustained manipulation.

This contributes a new facet to adversarial machine learning.
While prior work has extensively studied adversarial patches for
detection, tracking, and navigation, these focused on instantaneous
errors. By extending the threat model to include video displays, we
show adversarial patches can be dynamic, enabling attacks that
unfold over time.

Our findings underscore the need for security measures in au-
tonomous vehicles, though physical validation remains necessary
before real-world risk can be substantiated. Manufacturers and re-
searchers should investigate how learning models integrate into
vehicle decision-making, as systems must withstand coordinated

manipulations—a notable challenge given limited defenses. We
release our simulation environment and code to facilitate further
investigation, encouraging future work on defense evaluation, gray-
box transferability, and physical realizability.
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A Use of Generative AI
Generative AI has been used as part of the attackmethod in the form
of a self-developed and trained diffusion model generating adver-
sarial patches. We used an LLM (Gemini 3.1 Pro) only to correct and
improve grammar and writing style of individual paragraphs and
generate Fig. 3. We did not let the LLM generate parts of the paper
without major revision by the first author. We furthermore utilized
Qwen 3 Coder Next for in-line code completion and refactoring.

B Ethical Considerations
This work exposes a new attack surface in autonomous vehicles,
particularly relevant for consumer drones that track individuals. We
discuss potential defense strategies (Section 6) and release our sim-
ulation environment to enable manufacturer auditing, arguing that
these benefits outweigh the risks of revealing a new attack vector.
As our assumptions about real-world deployment are hypothetical,
we have not notified specific vendors.
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All experiments are conducted in simulation with no human
subject testing. The only personal data used consists of previously
published images from the PULP-Frontnet dataset, so no uninvolved
individuals’ privacy is affected.

C Open Science
To foster future research and reproducibility of our findings, we
make our simulation environment, attack implementations, and
experimental scripts publicly available.

github.com/mlsec-group/continuous-patches
For ethical reasons, however, we do not release the trained diffusion
model weights. Although these models would facilitate reproduc-
tion of our experimental evaluation, they could also be readily
misused by adversaries to generate continuous adversarial patches
in practice. To balance reproducibility with ethical considerations,
we instead provide scripts that allow the diffusion models to be
trained given sufficient hardware resources and technical expertise.
We consider this a reasonable trade-off between open scientific
practice and the mitigation of potential misuse.

D Additional results
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Figure 7: Sensitivity of slingshot attacks to target direction
and display size. Results are averaged across all directions
except forward for display sizes and all display sizes for the
target directions.
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Figure 8: Flight paths of our continuous adversarial patch
attack on an infinity sign. The visualized path corresponds
to the median run, selected based on its Fréchet distance to
the target trajectory.
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