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Abstract
Large Language Models (LLMs) can generate fluent and

persuasive text, making them valuable tools for communi-
cation. However, this capability also renders them attractive
for malicious purposes. While several studies have shown
that LLMs can support generic phishing, their potential for
personalized attacks at scale has not been explored and quan-
tified yet. In this study, we thus evaluate the effectiveness of
LLM-based spear phishing in an experiment with 7 700 partic-
ipants. Using the target email addresses as queries, we collect
personal information through web searches and automatically
generate emails tailored to each participant. Our findings re-
veal a concerning situation: LLM-based spear phishing almost
triples the click rate compared to generic phishing strategies.
This effect is consistent, regardless of whether the generic
emails are written by humans or generated by LLMs as well.
Moreover, the cost of personalization is minimal, with approx-
imately $0.03 per email. Given that phishing is still a major
attack vector against IT infrastructures, we conclude that there
is a pressing need to strengthen existing defenses, for exam-
ple, by limiting publicly available information linkable to
email addresses and incorporating personalized phishing into
awareness trainings.

1 Introduction

Large Language Models (LLMs) have enabled remarkable
progress in natural language processing in recent years and
are at the core of widely used services such as chatbots [11],
online translators [2], and search engines [33]. Their ability
to produce fluent and coherent text has set a new standard
for human–machine interaction [34]. However, these same
capabilities also make LLMs attractive to adversaries, since
generating persuasive language aligns closely with techniques
used in social engineering. Phishing is a prominent example
of this threat, whose success depends on crafting credible
emails that establish trust and prompt user interaction, such
as clicking a link.

Several studies have explored how LLMs can enhance
phishing strategies, either by automatically generating con-
vincing email content [e.g., 6, 17, 24, 28, 30, 32] or by refin-
ing the language of existing campaigns [e.g., 1, 14]. These
efforts have primarily focused on generic phishing, in which
a single message is broadcast to many recipients. In contrast,
spear phishing, where each message is tailored to its recipient,
has received little attention in the context of LLMs so far. In
practice, however, personalized attacks are markedly more
effective: Although spear phishing accounts for only 0.1%
of all phishing emails, it is linked to 66% of data breaches,
according to a recent study by Barracuda Networks [5].

Given this context, the capabilities of LLMs raise a critical
question: Can these models enable personalization in large-
scale phishing campaigns? A few recent studies have begun
to explore this possibility, typically through isolated demon-
strations involving high-profile individuals, such as politicians
or celebrities [16, 25]. While these examples demonstrate the
feasibility of personalization, they offer no evidence that such
attacks can be conducted automatically at scale for a broader
group of victims. As a result, the threat posed by LLMs-based
personalization and its quantitative impact on the security of
email users remain largely unexplored.

In this study, we address this gap and explore the capa-
bilities of LLMs in conducting large-scale spear phishing.
Specifically, we perform an experiment with 7 700 partici-
pants to compare the effectiveness of personalized phishing
with that of traditional phishing approaches. To enable au-
tomatic personalization, we use the participants’ email ad-
dresses as queries in web searches and retrieve available pub-
lic information. This data is then used by LLMs to generate
user profiles and compose tailored emails to each recipient.

To ensure ethical compliance, our experiment is embed-
ded within the phishing awareness training of a university
and conducted in close coordination with the institution’s
data protection office, security team, and administration. The
results reveal a concerning situation: LLM-based spear phish-
ing almost triples the click rate compared to generic phishing.
While untargeted emails achieve a success rate of 3.9 %, auto-



matically personalized messages reach an average of 10.0 %.
This effect is consistent, regardless of whether the generic
emails are written by humans or also generated by LLMs.
Moreover, emails personalized by humans achieve a success
rate of 24.2 %, suggesting that the effectiveness of LLM-based
attacks may even improve further with model capabilities.

To contextualize our findings, we assess the quality of the
generated profiles and estimate the cost of automated spear
phishing. Users with a low to medium amount of public infor-
mation yield the highest click rates. Furthermore, the cost of
personalization using LLMs is minimal, at $0.03 per email.
We require a budget of only $150 to send personalized emails
to all 3 310 users with publicly available information.

Given that phishing is still a major attack vector against IT
infrastructures, we argue that improved countermeasures are
urgently needed. However, detecting phishing emails remains
a notoriously hard problem due to the constant evolution of
attack strategies and the mimicry of legitimate communica-
tion [1, 7, 10, 23]. This highlights the need to go beyond
purely technical detection and to adopt a layered defense
strategy. Specifically, we recommend strengthening comple-
mentary measures in three directions: reducing the availability
of linkable personal data, increasing user awareness of per-
sonalized phishing, and mitigating the impact of human errors
through technical safeguards.

In summary, this paper provides a systematic and large-
scale study of LLM-based spear phishing, making the follow-
ing major contributions: <

• Large-scale evaluation: We present the first study to move
beyond anecdotal evidence, quantifying the threat of LLM-
generated spear phishing through a field experiment involv-
ing over 7 700 recipients.

• Comparative analysis: We compare LLM-based spear
phishing against both generic LLM-generated and human-
authored phishing emails, showing that personalization
yields 2.74 higher click rates than traditional methods.

• Insights and recommendations: We identify key factors
that influence attack success by analyzing user profiles and
associated attack costs. Based on these findings, we recom-
mend different defense strategies, including limiting pub-
licly available information and enhancing user training to
better address personalized threats.

Roadmap. We review previous studies on LLM-based
phishing in Section 2. Our research scope and the workflow
for generating personalized emails are presented in Section 3
and Section 4, respectively. The study setup, including ethical
and technical constraints, is detailed in Section 5. We present
our findings in Section 6 and discuss insights and recommen-
dations in Section 7. Limitations are addressed in Section 8,
and we conclude in Section 9.

2 Previous Studies

Research on LLM-based phishing has rapidly expanded in
recent years. To structure our discussion, we categorize prior
work using four criteria that reflect their methodological ap-
proach to phishing and its evaluation (see Table 1):

C1 Personalization of emails: This criterion indicates
whether the study considers personalized phishing emails
using LLMs instead of generic attacks.

C2 Large-scale evaluation: This criterion indicates whether
the study includes a real-world experiment with a sub-
stantial number of recipients (typically over 1 000).

C3 Baseline generic phishing: This criterion assesses
whether LLM-generated emails are compared against
manually crafted emails for generic phishing.

C4 Baseline spear phishing: This criterion assesses whether
LLM-generated emails are compared against human-
written spear phishing emails.

Table 1: Comparison of related work on LLM-based phishing.

Study Participants C1 C2 C3 C4

Generic phishing
Heiding et al. [17] 112 ✗ ✗ ✓ ✗

Weinz et al. [32] 36 699 ✗ ✓ ✓ ✗

Sniegowski [30] 23 743 ✗ ✓ ✓ ✗

Bethany et al. [6] 9 129 ✗ ✓ ✓ ✗

Olea et al. [24] 160 ✗ ✗ ✓ ✗

Spear phishing
Hazell [16] – ✓ ✗ ✗ ✗

Roy et al. [28] – ✓ ✗ ✗ ✗

Qi et al. [26] – ✓ ✗ ✓ ✗

Pourabbas Vafa et al. [25] – ✓ ✗ ✓ ✗

Our study 7 741 ✓ ✓ ✓ ✓

Generic phishing. Several studies have investigated how
LLMs enhance generic, untargeted phishing attacks through
controlled experiments and large-scale deployments.

One of the earliest studies by Heiding et al. [17] conducts
a controlled lab experiment with 112 participants, compar-
ing emails generated by GPT-4, human-written messages,
and hybrid versions. The study shows that LLM-generated
emails are significantly more convincing than standard tem-
plates, achieving click rates of up to 44%. However, emails
crafted by humans using psychological manipulation tech-
niques still perform better, reaching up to 79%. Similarly,
Olea et al. [24] conducts a user study focusing on perception
of phishing emails. Involving 160 undergraduate students, the
study shows that LLM-generated emails are often perceived
as legitimate and hence sufficient for phishing campaigns.



Moving beyond the lab, Weinz et al. [32] sends phishing
emails generated by LLMs across organizations of varying
sizes. Their results demonstrate click rates exceeding 30%,
particularly in smaller companies, with LLM-based messages
in some cases outperforming traditional phishing formats. In
a similar vein, Sniegowski [30] explores fine-tuned LLMs
and finds that their outputs often appear more credible due
to contextual relevance and stylistic polish. Bethany et al.
[6] extends these findings to a university setting, showing
that LLM-generated lateral phishing emails can match the
effectiveness of messages crafted by humans.

Collectively, these studies provide strong evidence that
LLM-generated phishing is effective at scale and represents a
viable attack. However, the studies consistently rely on static
email templates, lacking user-level personalization (C1).

Spear phishing. A second line of work has thus started to
investigate the use of LLMs for spear phishing, where emails
are personalized and tailored to each victim individually.

Hazell [16] are among the first to generate targeted phishing
emails for over 600 members of the UK Parliament using data
scraped from Wikipedia. Their study highlights the threat
of such attacks, with each email costing only a few cents.
However, the work remains conceptual, lacking real-world
experimentation, as the generated emails are not sent to the
intended targets. Extending this work, Qi et al. [26] propose
a two-LLM pipeline, where one model generates phishing
emails and a second model acts as a critic, iteratively refining
the messages until they are no longer flagged as suspicious.
Their evaluation combines automated filters and human raters,
showing that the generated emails are both highly deceptive
and readable. Likewise, Pourabbas Vafa et al. [25] use Insta-
gram data from 200 public accounts to craft manipulative
emails that reflect personal interests, relationships, and be-
havioral cues. Their results show that LLM-generated emails
outperform real-world phishing in both emotional complexity
and personalization. Finally, Roy et al. [28] examines how
four commercial LLMs can be prompted to generate phishing
emails and websites, demonstrating that these models can
imitate trusted brands and implement evasive tactics.

While these studies demonstrate progress toward scalable
spear phishing, they stop short of measuring the effectiveness
of personalized emails under realistic conditions and at large
scale (C2). Moreover, none compare the success of LLM-
generated emails with that of traditional, manually crafted
spear phishing (C4).

Positioning. To the best of our knowledge, we are the first
to evaluate the efficacy of personalized phishing at scale and
to compare it against other phishing strategies, including man-
ually written emails. This closes an important research gap
and provides empirical evidence of how LLMs can amplify
the threat of phishing.

3 Research Scope

Before presenting our study and its technical workflow, we
first outline the general research questions, threat model, and
methodological approaches underlying our experiments.

3.1 Research Questions
Our study investigates the real-world impact of LLM-
generated spear phishing at large scale. To this end, our anal-
ysis is guided by the following research questions:

RQ1 Can LLMs personalize phishing emails at scale using
only the victims’ email addresses as reference?

RQ2 How effective and scalable is LLM-generated spear
phishing relative to manually crafted attacks?

RQ3 How does the amount of publicly available information
influence the success of LLM-based spear phishing?

To answer these questions, we design and conduct a real-
world phishing experiment in collaboration with a partner
university. Our approach relies on LLMs to generate emails
using only publicly accessible information associated with
the victims’ email addresses. We begin by formalizing the
underlying threat model, specifying the attacker’s capabilities
and constraints. Building on this model, we then introduce the
phishing approaches evaluated in our study, including both
LLM- and human-generated baselines.

3.2 Threat Model
We consider a threat scenario in which an adversary launches
a spear phishing campaign targeting many members of an
institution. The attacker’s goal is to maximize user engage-
ment by leveraging publicly available personal information
and LLMs to craft tailored phishing emails that mimic the
tone and context of legitimate communication. Although such
attacks may ultimately aim at credential theft, malware deliv-
ery, or infrastructure compromise, our study focuses on initial
user engagement measured through click rates. Consequently,
we assume the attacker possesses the following capabilities:

• Email discovery: The attacker can identify and collect
publicly listed email addresses of institutional employees,
typically found on academic department pages, staff direc-
tories, mailing list archives, or event websites.

• Web search: The attacker can collect publicly available in-
formation about each victim through search engines, includ-
ing professional biographies, affiliation details, personal
activities, and other data for building a profile.

• Local LLMs: To maintain operational secrecy, the attacker
avoids cloud-based LLM APIs (e.g., ChatGPT) and instead
uses locally hosted LLMs running on private infrastructure
to process data and get phishing content.



• Email delivery: Phishing emails are sent from outside the
institution. To enhance credibility and impersonate legiti-
mate entities, the attacker may employ lookalike domains
or compromised accounts, reusing domains across victims
to limit excessive registrations.

The attacker automates this workflow end-to-end: after
gathering email addresses, they collect associated public in-
formation, build user profiles, and generate individualized
phishing content. This enables the large-scale generation of
personalized emails with minimal manual effort. A overview
of this workflow is described in the following Section 4.

This threat scenario does not aim to benchmark LLMs or
optimize attacks, but to evaluate what an attacker can realisti-
cally achieve under practical constraints. The adversary uses
only open-source models on local infrastructure, avoiding
advanced evasion or prompt engineering, yielding a conserva-
tive lower bound on the effectiveness of personalized attacks
(see Section 8).

3.3 Phishing Approaches
As the basis for our study, we define a set of phishing ap-
proaches that span different levels of personalization, ranging
from human-written generic emails to automated spear phish-
ing with LLMs. For comparability, all approaches operate
under the same threat model: the attacker is external to the
institution, and emails originate from domains that appear
credible but are not part of the institution. The approaches
vary only in the target of the emails (generic vs. spear) and
the level of automation (manual vs. LLMs). Technical de-
tails of these approaches are provided in Section 4, and their
experimental setup is described in Section 5.

LLM-based spear phishing. This is the main condition
of interest in our study, where we use an LLM-generated
personal phishing email. To analyze the impact of personal-
ization depth, we divide recipients into three subgroups based
on the amount of public information used during generation.

Manual spear phishing. To contrast LLM-based personal-
ization with human-crafted phishing, we manually generate
spear phishing emails for a randomly selected set of recipients.
These messages are composed in the same way an attacker
might write targeted phishing emails by hand.

LLM-based generic phishing. In this baseline we prompt a
language model to generate broadly applicable emails tailored
to the institutional context and select the most convincing
output based on clarity, plausibility, and contextual fit.

Manual generic phishing. Finally, we include manually
written generic phishing emails derived from real-world cam-
paigns as a traditional, low-cost attack strategy.

By examining these four approaches together, we can com-
pare LLMs-generated with manually written emails as well
as contrast generic with spear phishing within a single experi-
ment, thereby addressing all criteria C1–C4 in Section 2.

4 LLM-based Spear Phishing

We implement a multi-stage workflow that mirrors how a
real-world adversary would automate the generation of per-
sonalized phishing emails using LLMs. The workflow is de-
signed to reflect a best-effort attack strategy using only pub-
licly available information, general-purpose LLMs, and com-
modity infrastructure. Each stage of the workflow—from data
collection to email generation—is designed for scale.

Workflow overview. Figure 1 illustrates the full workflow
used in our experiment. We assume the adversary has already
obtained a list of target email addresses. Then, the process con-
sists of three main steps: (A) data collection, where publicly
available information is gathered for each target; (B) target
profiling, where the collected data is used to generate a brief
persona for each individual; and (C) email generation, where
a tailored phishing message is crafted.

Different workflow steps use different LLMs, selected from
locally hosted models, including variants of Llama, Deepseek,
Gemma, Mistral, and Phi. Model choice at each stage is based
on a qualitative assessment of outputs for a sample of email
addresses and corresponding runtime measurements. This
implies a practical trade-off: larger models can produce richer
outputs but incur higher computational cost, while smaller
models are faster but may lose detail. A discussion and run-
time reports are provided in Appendix D and the prompts in F.
This balanced approach follows our threat model and avoids
extensive benchmarking or calibration.

Furthermore, each step is executed in a batch-processing
manner over all targets, allowing for parallelization and ef-
ficient resource use. To manage LLM interactions and or-
chestration, we use LangChain1 together with locally hosted
models via Ollama2.

4.1 Data Collection
The first step of the workflow involves identifying and gather-
ing publicly available information about potential targets. We
assume an attacker that relies exclusively on open informa-
tion, such as institutional websites, search results, and public
directories to support later stages of the workflow.

Web data extraction. With a list of target email addresses,
we begin by collecting personal or contextual information that
could be used to personalize phishing content. For each email

1https://github.com/langchain-ai/langchain/
2https://ollama.com/

https://github.com/langchain-ai/langchain/
https://ollama.com/
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Figure 1: Workflow for LLM-based phishing: Given a target’s email address, data is collected via web search. Local LLMs filter
and summarize the retrieved content into a target profile, which is then used by other local LLMs to generate a personalized
phishing email.

address, we query a search engine and download the content of
the top-ranked pages using a lightweight HTML parser3. This
approach enables fast, automated extraction of text without
requiring JavaScript rendering or login access. While more
advanced OSINT methods (e.g., scraping JavaScript-heavy
platforms like LinkedIn or Facebook) could yield richer pro-
files, they introduce higher operational cost and greater risk
of detection. In contrast, the use of publicly visible content
provides a reasonable trade-off between scale and stealth.

For our experiments, we use the Google API to retrieve
a list of webpages for a given target address. We find that
some individuals have rich public profiles spanning several
entries, whereas others appear in only a few. While dynamic
filtering of results would be ideal, we adopt a fixed threshold
and analyze only the first five entries, based on a preliminary
experiment with 100 random email addresses. As we model
a best-effort attacker, this choice establishes a conservative
lower bound on the efficacy of personalization using LLMs.

4.2 Target Profiling

Once raw data is collected from public webpages, the next step
is to extract personal details and generate user profiles. These
profiles serve as input for subsequent LLM-based phishing
email generation. This step is critical, as well-formed profiles
directly affect the credibility and specificity of personalized
phishing messages and thus the overall attack effectiveness.

Information filtering. The retrieved webpage content typ-
ically contains a mix of useful information and extraneous
elements such as navigation menus, footers, and unrelated
staff listings. To isolate target-specific data, we use an LLM
to process each page and extract only information relevant to
the individual. Each webpage is paired with the target’s email
address and provided to the model along with instructions to
identify content corresponding to that person. The full prompt
for this step is shown in Appendix F.

This simple approach supports several webpage formats,
including profile pages, faculty directories, and departmental
listings. As we use LLMs without specialized tuning, we rely
on their native ability to resolve ambiguity and identify the

3https://www.crummy.com/software/BeautifulSoup/

most likely individual, even when multiple names or roles
appear on the same page. To further aid disambiguation in
cases involving common names, we flag pages where the
target’s email address appears directly in the text and assign
such content greater weight during downstream processing.

To accommodate the LLM’s context window limitations,
we cap the input length at 4 096 tokens. Excess content is
truncated from the end, which often contains boilerplate text
such as legal disclaimers or navigation links. In our study,
96.61 % of the 20 050 webpages fall within this limit.

Profile generation. After extracting the relevant content,
we use an LLM to synthesize a profile for each target. These
profiles capture key personal and professional attributes such
as name, interests, and affiliated institutions, which are in-
tended to enhance the credibility of the phishing message. To
prepare the input, we merge the extracted text segments from
the selected webpages into a single block, ensuring that the
combined content fits within the LLM’s context window. The
prompt for this generation is also shown in Appendix F.

While profile quality naturally varies depending on the
amount and clarity of publicly available information, the se-
lected model produces outputs that are generally coherent and
plausible. Although some errors, such as minor blending of
similarly named individuals or overly generic phrasing, do
occur, the generated profiles remain sufficiently realistic.

4.3 Email Generation
The final stage of our workflow uses the profiles to generate
spear phishing emails. This stage consists of two components:
selecting a plausible sender identity including a sending do-
main, and composing a personalized email.

Sender selection. To enhance plausibility, the sender iden-
tity must align with the target’s context. In our university-
based scenario, we define five domain categories commonly
associated with academic communication: academic collabo-
ration, conference invitations, training opportunities, institu-
tional programs, and international exchange. Each category
is linked to one or more external domains matching its topic,
such as an academic conference, training program, or research
institution. Based on the domains, we define sender profiles,

https://www.crummy.com/software/BeautifulSoup/


which are virtual identities containing full name, email ad-
dress, affiliation, and job description. An LLM then selects
the most suitable sender for each recipient using the target
profile as input for the prompt from Appendix F.

The selected categories are sufficiently broad to plausibly
engage staff across research, administration, and support roles
in a university. When targeting other types of organizations,
the adversary can define a corresponding set of categories.

Phishing email generation. Once a sender is selected, the
final step is to generate a personalized email. The generation
prompt includes the structured profile of the target as well
as the selected sender identity. The topics of the emails were
automatically selected by the LLM based on the victim and
sender profiles. Given that both the sender identities and the
publicly available profile information of the participants are
rooted in an academic environment, the model predominantly
produces university-related themes, such as conference invi-
tations, collaboration requests, seminar announcements, or
internal administrative matters. As a consequence, the dis-
tribution of topics reflects the communication norms of a
university workplace and may differ from what an attacker
would generate in a corporate, governmental, or non-academic
setting. Nonetheless, this topic selection allows us to simulate
how an adversary might tailor messages to the contextual cues
obtained from publicly exposed data. This can create realistic
spear-phishing scenarios within the university domain.

To ensure compatibility with our email delivery system,
each message must include a placeholder token {{link}}

indicating the phishing URL location. The placeholder will
be replaced by the email delivery system and will consist of
the domain of the selected sender and a 22-character random
string for anonymous click rate collection.

In preliminary tests, we find that smaller open-source mod-
els often struggle to generate well-structured and contextually
appropriate emails. To address this, we create a synthetic
dataset consisting of fictitious user profiles and matching
phishing emails, generated using GPT-4o. We then fine-tune
local models on this synthetic dataset, with the goal of improv-
ing structural consistency and task adherence without altering
the models’ general language behavior. To achieve this, we
employ low-rank adaptation [20], a parameter-efficient fine-
tuning method.

This completes our workflow, from data collection to per-
sonalized email generation. Our approach reflects the capabil-
ities of a scalable and practical adversary that relies solely on
publicly available data and general-purpose LLMs. Instead of
focusing on a single model, we consider several open-source
options, such as Llama, Deepseek, Gemma, Mistral, and Phi,
and select the most suitable one for each step based on a
small sample of target emails. This strategy mimics an adver-
sary with moderate resources who cannot afford an extensive,
time-consuming comparison of models.

5 Study Design

Having described our LLM-based spear-phishing workflow,
we now set the stage for our experimental study, outlining
how we design and conduct the evaluation. We first describe
our measures to address ethical requirements, then the experi-
mental setup and methodology to assess phishing success.

5.1 Constraints and Ethics

Our study is conducted within a partner university (TU Braun-
schweig) and involves a diverse group of participants, includ-
ing researchers, administrative staff, technical personnel, and
working students. To ensure ethical and legal compliance, we
collaborate closely with all relevant institutional stakeholders
from the outset. Specifically, we work with the data protection
and security offices of the partner university, as well as the
data protection office of our own institution.

The security office of the partner university routinely con-
ducts phishing awareness trainings formally approved by the
university’s administration and staff committee. We integrate
our study into this process, so that participants are not only
exposed to phishing emails but also receive educational ma-
terial before the training and after a successful attack. This
integration ensures compliance with all applicable regula-
tions and strengthens the overall resilience of the university’s
employees against phishing attacks.

Furthermore, we follow best practices to minimize potential
harm to participants. First, we implement stringent technical
and organizational measures to ensure data security through-
out our workflow. Second, all participants receive a briefing
before the study, informing them about the phishing train-
ing, and a debriefing afterwards, clarifying the purpose of
the study and reinforcing its educational intent. Although
these briefings introduce a bias by making participants aware
of potential phishing, they are mandated by the university’s
administration and personnel council.

All emails are manually reviewed to exclude inappropriate
content, such as offensive, harmful, or controversial material.
Across the entire study, this affected only four emails, which
were removed. We suspect that the cause was hallucinations.
Moreover, all landing pages shown after clicking a phishing
link provide educational guidance on recognizing and avoid-
ing phishing attempts. To protect privacy, participant clicks
are analyzed in aggregate, preserving anonymity. Further eth-
ical considerations are discussed in Appendix A.

5.2 Experimental Setup

We proceed to describe the practical setup of our study, start-
ing with the identification and grouping of participants, fol-
lowed by the deployment of the different phishing approaches.



Participant groups. Figure 2 shows the number of partici-
pants and their assignment to different groups. Participants are
selected following the approach of a real-world attacker: We
scrape publicly available institutional email addresses from
the partner university, starting with staff directories and depart-
mental websites. To broaden coverage, we generate additional
candidate addresses by combining common names and val-
idate them via search engine results. Using these heuristics,
we identify 4 010 email addresses linked to public data out
of 7 741 employees, corresponding to 51.8%. The remaining
3 731 employees lack public information and are therefore
targeted only with generic phishing approaches in our study.

The availability of public information for an email address
serves as the primary split criterion in our study design. Ad-
dresses without any online information are unsuitable for
spear phishing and are therefore randomly divided into two
equally sized groups for generic phishing: 1 866 participants
are assigned to traditional manual phishing and 1 865 partici-
pants to LLM-based generic phishing.

The assignment of users with online information (w/ re-
sult) follows a structured process. First, we randomly select
100 email addresses for manual spear phishing to establish
a direct human baseline. Second, we divide the remaining
addresses into three subgroups of approximately equal size—
low, medium, and high—based on the number of tokens in
the generated user profiles. These subgroups form the basis
for LLM-based spear phishing. Specifically, we define three
quantiles (0–476, 477–656, and >656 tokens) to categorize
the amount of available profile data.

To detect potential bias from the availability of public in-
formation, we randomly select 200 addresses within each
subgroup as controls for generic phishing. These assignments,
shown as smaller flows in Figure 2, enable us to assess po-
tential differences in the effectiveness of generic phishing
between users with and without public information. In total,
we assign 3 310 participants to LLM-based spear phishing,
2 166 to the generic manual phishing variant, and 2 165 to the
LLM-based generic variant.

Participants
7741

w/ result
4010

w/o result
3731

low
1312

medium
1303

high
1295

Spear (Manual)
100

Spear (LLM)
3310

Generic (Manual)
2166

Generic (LLM)
2165

Figure 2: Distribution of email addresses to the groups.

Manual spear phishing. To establish a human baseline for
spear phishing, we manually compose emails using exactly
the same information available to the LLMs. For each of
the 100 randomly selected targets, we follow a strict, time-
limited procedure with two stages: research and writing. In
the research phase, we allocate five minutes to collect pub-
licly available information from five websites per target. In
the subsequent two-minute writing phase, we compose the
phishing email based on the collected information. The hu-
man author uses the same sender profiles as in the automated
condition, resulting in similar message topics and contextual
framing. In total, producing the full set of manually generated
spear-phishing emails takes approximately 11 hours and 40
minutes. The task is performed by a senior researcher with
expertise in phishing and security research.

Manual generic phishing. For generic manual phishing, we
use a template previously employed in the awareness trainings
of the partner university. It follows a common password-reset
scam pattern targeting widely used services such as Outlook
or WebEx. To ensure realism and comparability, we adapt
the template to the university’s popular file-sharing platform,
Nextcloud, recreating a phishing attempt in the same style.
The full email message is provided in Appendix H.

LLM-based generic phishing. For LLM-based generic
phishing, we prompt GPT-4o to produce three candidate
phishing messages. We select the message that best aligns
with our experimental design: a survey invitation on the
university’s internal communication practices, a topic broad
enough to plausibly engage the entire campus population. To
maximize clarity and inclusiveness, the email is provided in
both English and the local language. The exact prompt and
model outputs are included in Appendix G.

LLM-based spear phishing. Finally, for spear phishing
using LLMs, we follow the workflow detailed in Section 4
for each of the three subgroups.

5.3 Execution of Study
Our study begins with a briefing email sent to all participants
as part of the regular phishing awareness training. This mes-
sage includes links to training materials designed to improve
phishing detection skills but deliberately omits the exact tim-
ing of the phishing campaign in the following weeks. Par-
ticipants are instructed to delete any suspicious emails and
to avoid clicking on embedded links, even if they suspect
the messages to be part of the exercise. Phishing emails are
then sent over a two-week period, starting one week after the
briefing. All messages are sent during regular working hours.
Finally, one week after the last phishing email is delivered,
participants receive a debriefing message informing them that
the exercise has concluded.



Email delivery. The phishing emails are sent from an ex-
ternal server, with sender domains configured to resolve to it.
The server hosts a commercial platform used by the university
for phishing awareness training. To avoid interference from
automated defenses, the sending server is placed on the spam
filter’s whitelist, ensuring that no emails are flagged during
delivery (see Section 7.2). Because the email addresses are
obtained via scraping, we cannot verify in advance whether
each one is still active, a limitation that equally applies to
real-world attackers. Nonetheless, delivery reports confirm
successful transmission for 89.5 % of all emails. In the subse-
quent analysis, we therefore use the delivered emails as the
reference for the analysis of click rates.

Landing page. When participants click on a phishing link
during the campaign, they are redirected to a landing page
that explains the email is part of an awareness training and
poses no security risk. The page provides educational material,
along with information about the study. It also includes a link
to a short user survey as described in the next paragraph.

User feedback. To complement the quantitative data, partic-
ipants are invited via the landing page to complete a voluntary
Qualtrics survey. The questionnaire assesses their perceptions
of the phishing emails, awareness of social-engineering tech-
niques, and self-reported reactions. It comprises three parts:
(i) a plausibility scale measuring how credible participants
find the emails in their work context; (ii) a social-engineering
scale evaluating persuasive cues such as authority, urgency,
or familiarity; and (iii) a motivation scale identifying factors
participants believe drove them to click.

6 Results

We structure the results around our research questions. We
first compare the effectiveness of phishing strategies, then
analyze how the amount of public information influences
attack success, present insights from the user survey, and
finally assess the practical costs of executing attacks at scale.

6.1 Efficacy of Phishing Approaches

We start by analyzing the overall performance of the different
phishing approaches in Table 2. A complete breakdown for
all groups and subgroups is provided in Appendix C. LLM-
based spear phishing substantially outperforms both generic
variants, achieving a click rate of 10.0 %. This rate is nearly
three times higher than the generic LLM baseline (3.7 %) and
more than twice as high as the manually crafted generic phish-
ing email (4.1 %). All differences are statistically significant
(p < 10−5), demonstrating that personalization via LLMs
markedly increases phishing effectiveness under real-world

conditions. Statistical significance was assessed using two-
proportion z-tests on independent recipient groups, and all
reported p-values refer to these tests. These findings directly
answer RQ1, establishing a clear advantage of LLM-based
personalization over generic approaches.

Table 2: Delivery and click performance across phishing ap-
proaches. More details with all results are presented in Ap-
pendix C.

Sent Delivered Clicked
Campaign # # % # %

Spear (LLM) 3 310 3 177 96.0 % 330 10.0 %
Spear (Manual) 100 99 99.0 % 24 24.2 %
Generic (LLM) 2 165 1 735 80.1 % 65 3.7 %
Generic (Manual) 2 166 1 918 88.6 % 79 4.1 %

When compared to manual spear phishing, however, the pic-
ture shifts. Human-crafted spear phishing achieves the highest
click rate overall, at 24.2 %, corresponding to a 2.4× higher
success rate than the LLM-based variant (10.0 %). This dif-
ference is also statistically significant. While this underscores
the superior effectiveness of human-authored spear phishing,
such attacks do not scale: they require sustained manual effort
and can only be carried out on a limited set of recipients. We
return to this scalability aspect in Section 6.4.

Effect of available information. To examine how the
amount of publicly available information affects phishing
success, we analyze click rates across the previously defined
subgroups. As shown in Figure 3, the results reveal an un-
expected pattern: individuals in the high-profile group are
significantly less likely to click on phishing links. In con-
trast, the low- and medium-profile groups exhibit comparable
success rates (12.7 % and 12.1 %, respectively). This drop is
statistically significant (p < 10−5) and counterintuitive, as
one might expect that richer public information would en-
able more convincing and effective personalized attacks. We
investigate this discrepancy in more detail in Section 6.2.

No clear trend emerges for generic phishing, where all
recipients receive the same non-personalized message. As
shown in Figure 3, success rates range from 3.3% to 7.6%
across groups. Participants with high-profile information
show slightly lower click rates, suggesting they may behave
differently, potentially due to greater phishing awareness or
distinct email engagement patterns. However, this effect is
modest and statistically non-significant (p = 0.59).

Click rates over time. Our study is embedded within a se-
ries of awareness trainings conducted at the partner university,
enabling a direct comparison between our phishing attacks
and earlier campaigns. Table 3 summarizes the correspond-
ing results. In 2024, two prior campaigns were carried out:
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Figure 3: Results for the profile information subgroups. Hori-
zontal dashed bars indicate the average click rate per phishing
approach.

the first (OWA Password) targeted academic staff with a Mi-
crosoft Outlook Web Access reset scenario, while the second
(Webex Password) focused on non-academic employees us-
ing a human-resource phishing lure. Both campaigns reported
click rates between 5% and 7%, indicating a moderate level
of susceptibility across groups.

Table 3: Click rates of different awareness trainings.

Delivered Clicked
Campaign Target # # %

OWA Password (2024) † 3652 192 5.3 %
Webex Password (2024) ∗ 2607 182 7.0 %

Generic (Manual) All 1918 79 4.1 %
Generic (LLM) All 1735 65 3.8 %
Spear (LLM) All 3310 330 10.0 %

† Scientific Staff; ∗ Non-Scientific Staff

Our manually crafted phishing email (Nextcloud Password)
was closely modeled after the earlier awareness messages.
Despite this similarity, it achieved a slightly lower click rate of
4.1 %, which may reflect improved employee awareness over
time. However, other factors — such as a higher proportion of
employees on vacation or inactive accounts — may also have
contributed to the reduced engagement. A comparable trend is
observed for the generic LLM-based phishing emails, which
reached a click rate of 3.7 %. Together, these findings suggest
that employees are becoming more proficient at detecting
templated, generic phishing attempts, regardless of whether
they are written by humans or LLMs.

In contrast, fully automated LLM-based spear phishing
achieves a substantially higher success rate of 10.0 %, de-
spite requiring no manual curation. This gap indicates that
while traditional awareness training appears effective against
generic phishing threats, personalized LLM-driven attacks
introduce a new class of challenges that may be harder to
anticipate and defend against.

6.2 Impact of Public Information
We uncover a counterintuitive pattern: individuals with the
most publicly available information are least likely to fall
for LLM-generated spear phishing emails. While one might
expect richer profiles to enable more persuasive and tailored
messages, the observed drop in success rates suggests that
having more information does not necessarily translate into
more effective attacks. To understand this discrepancy, we an-
alyze how the LLM processes public information throughout
the workflow, focusing on the transition from collected per-
sonal information to the final phishing emails. We introduce
a set of metrics to capture different aspects of this generation
process: content reuse of the LLMs across profiles and emails,
as well as topical coherence between them.

Token overlap. We first investigate the extent to which the
model reuses input text when constructing a user profile. To
quantify this, we compute the cosine similarity between token
frequency vectors of the filtered input text and the generated
target profile. We deliberately rely on the filtered input rather
than the raw webpages, as the latter often contain unrelated el-
ements such as navigation menus, disclaimers, or other noise
that could distort this metric. Higher similarity scores indi-
cate stronger reuse of original content, whereas lower scores
suggest greater abstraction or hallucination.

As shown in Figure 4(a), the overlap is highest for the low-
information group, with a 60th percentile of 0.4, compared to
0.28 and 0.2 for the medium and high groups. This suggests
that when little data is available, the LLM tends to reuse the
same vocabulary from the input, producing profiles that are
short but lexically consistent with the source. As the amount
of input grows, however, the overlap in word usage decreases.
This indicates that the model introduces more varied phrasing
and shifts in emphasis, sometimes reformulating appropri-
ately, but also at the risk of omitting key details or drifting
toward speculative content.

Information retention. Next, we examine to what extent
the content of a generated profile actually carries over into
the final phishing email. Intuitively, a higher degree of reuse
should strengthen personalization, as details about the target
remain visible in the message. Conversely, lower reuse sug-
gests that the LLM is rephrasing or abstracting more heavily,
which could either improve fluency or dilute the connection
to the target. To quantify this, we compute the fraction of
profile tokens that also appear in the corresponding phishing
email. This simple overlap ratio provides a lexical view of
how directly the profile informs the generated message.

Figure 4(b) shows that retention is lowest for the high-
information group (median 0.17), compared to 0.18 for both
low and medium groups. While the numerical difference is
modest, the trend aligns with the earlier findings on token
overlap: when profiles are rich, the LLM tends to recontex-
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Figure 4: Distributions of interpretability metrics across low-, medium-, and high-information user groups.

tualize rather than copy directly. In practice, this means that
abundant input does not translate into more explicitly person-
alized emails; instead, the model paraphrases and reshapes
the content, which reduces the salience of individual details
and may weaken the overall personalization effect.

Topical coherence. We finally investigate whether the
phishing emails remain thematically aligned with their under-
lying user profiles. To measure this, we compute the Jaccard
similarity over the 15 most frequent tokens in both the profile
and the corresponding email, excluding stop words. Higher
scores indicate stronger thematic consistency between the
profile and the generated message, while lower scores suggest
that the email construction is more elaborate and less directly
grounded in the user-specific input.

As illustrated in Figure 4(c), the high group shows the
weakest topical consistency: 70% of their emails have [0−
0.1] overlap, compared to 62% for medium and 65% for low.
Topical coherence scores above 0.3 are rare across all groups,
but particularly scarce for high users. These results indicate
that richer profiles do not consistently produce emails that
remain close in theme to the original profile. Instead, abundant
input seems to push the LLM toward abstraction and topic
shifting. By contrast, low- and medium-information inputs
are more likely to yield emails that reuse key terms directly.

Summary. Profiles built on sparse input show higher token
overlap and greater direct reuse in the final emails, which
makes the resulting messages short, focused, and tightly tied
to the few known facts. By contrast, richer inputs lead to
more paraphrases, retain fewer explicit details, and drift the-
matically in the final email. As a result, the personalization
becomes less concrete and the messages less convincing.

This highlights a limitation of current LLM-based spear
phishing: simply increasing the amount of harvested data
does not automatically yield more persuasive attacks. Instead,
the way the model transforms and recontextualizes that in-
formation plays a decisive role. For attackers, this means
that large-scale data collection may need additional curation

or constraints to be effective. For defenders, it suggests that
having extensive public information is not necessarily a vul-
nerability in itself.

6.3 User Perception and Feedback

Consistent with prior studies gathering voluntary data af-
ter phishing attempts [9, 22, 29], we observe a substantial
dropout in our survey of participants: only 19 complete re-
sponses are recorded, corresponding to 3.82 % of phished
users and 0.27 % of all delivered emails. Nevertheless, we
briefly report descriptive insights, as they offer a useful
glimpse into how participants perceived phishing emails.
The full questionnaire is provided in Appendix E, and the
responses are summarized in Appendix E.

A key observation is that most participants rated the LLM-
generated emails as highly plausible and personalized, indicat-
ing that LLMs are capable of producing convincing phishing
messages. This assessment holds for both the spear-phishing
and generic variants, whereas our manually written generic
email was perceived as less plausible, likely because it resem-
bled messages used in previous awareness trainings. Inter-
estingly, recipients of the LLM-based spear-phishing emails
reported feeling only minimal pressure to click on the links,
suggesting that these messages achieved persuasiveness with-
out relying heavily on urgency cues. Due to the limited feed-
back, however, these insights are not statistically significant
and need to be regarded as descriptive observations.

6.4 Scalability of Personalization

While Section 6.1 and Section 6.2 focused on the effective-
ness of different phishing approaches, we now turn to their
scalability. Specifically, we analyze the time, effort, and fi-
nancial resources required to generate personalized phishing
emails at scale. Our emphasis is on comparing manual and
LLM-based spear phishing, as this directly addresses RQ2:
whether personalization is not only more effective, but also
practical to deploy at scale.



Runtime of email generation. Manual spear phishing is
slow and resource-intensive, demanding substantial skilled
effort. In our study, composing 100 personalized emails took
nearly 12 hours, underscoring the limits of manual approaches.
By contrast, our workflow for LLM-based spear phishing
operates fully automatically. Table 4 shows the runtime of the
employed LLMs. Note that we select different LLMs for the
different steps to balance efficiency and quality, as described
in Section 4. As a result, the reported runtimes are measured
across different models. Generating 4 010 emails takes about
50.5 hours on a single NVIDIA A40 GPU, corresponding to
roughly 45 seconds per email. This makes our approach nearly
nine times faster than the human baseline. Moreover, since the
workflow is fully parallelizable, attackers could easily scale
throughput further to reduce processing time.

Costs of email generation In terms of financial cost, our
workflow is efficient. In the first step, the adversary can lever-
age public search engines to collect relevant information. Us-
ing the Google Custom Search API4, for example, allows up to
100 free queries per day; in our study, we spent a total of $20
to accelerate retrieval. Downloading all identified websites to
a server incurs negligible costs. By contrast, expenses become
non-trivial in the subsequent steps. LLM computations dom-
inate the overall cost due to their substantial computational
demands. In our experiments, we use a dedicated NVIDIA
A40 GPU. Assuming a rental cost of $2 per hour, processing
for 50.5 hours results in an estimated expense of roughly $100.
Overall, generating 4 010 personalized emails thus costs ap-
proximately $120, corresponding to less than $0.03 per email,
including search, inference, and generation.

Table 4: Total runtime across workflow steps for 4 010 recipi-
ents using our selected LLMs.

Workflow steps LLM Runtime

Step A Data extraction llama3.2:3b 15:16:38
Step B Target profiling deepseek-r1:14b 14:21:56
Step C1 Sender selection phi4:14b 09:42:40
Step C2 Email generation phi4:14b1 11:00:19

Total time 50:21:34
1 Finetuned

Summary. LLM-based spear phishing clearly surpasses
manual efforts in both effectiveness and efficiency. With a
modest financial investment of about $120, an attacker can
achieve a 2.74 increase in phishing success rates for users with
public information. Since a single compromise is often suf-
ficient to infiltrate an IT infrastructure, spear phishing using
LLMs becomes highly attractive and lucrative for malicious

4https://developers.google.com/custom-search/v1/
overview

actors. Although our study focuses on a single institution,
we conclude that automated spear phishing substantially in-
creases the risk of security compromises and underscores the
need for improved defenses.

7 Discussion

Our empirical results indicate that spear phishing using LLMs
is not merely an academic concern but a tangible threat to
security that requires suitable countermeasures. We therefore
discuss these implications in more detail and subsequently
turn to possible defenses, focusing on both organizational and
user-level measures.

7.1 Implications

Classic spear phishing is an effective attack vector for target-
ing high-profile individuals and enabling stealthy infiltration.
If precision is not the primary concern, however, LLMs offer
a viable alternative for large-scale campaigns. Our results
demonstrate that LLMs can rapidly and inexpensively gener-
ate personalized phishing emails at scale. While these emails
may not match the sophistication of attacks prepared over
weeks through intelligence services, they enable adversaries
to target thousands of individuals within an organization for
only a few dollars. At the same time, these emails nearly
triple the click rate compared to generic phishing, providing a
middle ground between indiscriminate broadcast attacks and
highly sophisticated compromises. Consequently, LLM-based
spear phishing becomes particularly attractive for cybercrimi-
nals seeking broad success rather than highly targeted attacks.

Unfortunately, our workflow is straightforward to imple-
ment, suggesting that adversaries could readily integrate this
technique into existing phishing infrastructures. With various
open-source frameworks for LLMs inference available, the
required technical effort remains moderate. Although our ap-
proach already achieves a substantial increase in click rates,
further improvements are likely as more advanced LLMs be-
come publicly available. From a technical perspective, we
must therefore assume that such attacks can be executed with
limited preparation and effort.

Upon reviewing the generated emails, we identify the pri-
mary limitation as the quality of the profile data. As we will
show in Section 8.1, more effective profile generation could
be achieved by leveraging commercial LLMs, albeit at the
cost of reduced operational stealth. Even worse, the manu-
ally crafted spear-phishing emails achieve a high click rate of
24.2 %. If future LLMs increasingly match the effectiveness
of skilled humans in the task of spear phishing, the associated
threat will rise substantially. Consequently, the overall risk
is likely to continue growing and will not diminish without
explicit countermeasures.

https://developers.google.com/custom-search/v1/overview
https://developers.google.com/custom-search/v1/overview


7.2 Detection
A natural defense against malicious emails is the use of secu-
rity appliances that filter incoming messages and detect po-
tential threats. However, general detection remains inherently
challenging because phishing emails closely mimic natural hu-
man writing. In our study, the university’s commercial spam
filter and unified threat management system flagged only 1
out of 3 949 emails when exposed to our attacks. The human-
like quality of these emails, whether produced manually or
by LLMs, makes them difficult to distinguish from legitimate
communication. This highlights the difficulty of identifying
malicious content based on linguistic cues alone [15].

However, detection becomes feasible once campaign-
specific patterns emerge. In our case, for example, sender
names could have served as a reliable signal for filtering.
While general-purpose detection remains difficult, targeted
countermeasures are effective when attackers reuse identifi-
able infrastructure. Yet, because adversaries can continuously
adapt their strategies to evade such measures, spear phishing
is likely to remain a persistent threat.

7.3 Recommendations
Given the difficulty of reliably detecting LLM-based spear
phishing emails, alternative defense strategies must be priori-
tized. Because these attacks exploit both technical weaknesses
and human cognitive biases, a layered strategy is required to
reduce the susceptibility and impact of successful attacks.

R1: Technical mitigation of attack impact. Even with im-
proved awareness and modern detection tools, some recipients
will inevitably click on malicious links [8]. Technical controls
therefore remain the most reliable and scalable protection
against LLM-based spear phishing and phishing in general.
Key measures include strict network segmentation to con-
strain lateral movement, enforcement of the principle of least
privilege to reduce the value of compromised accounts, and
application whitelisting or sandboxing for opening potentially
dangerous content. Incident response and monitoring solu-
tions can enable rapid identification and isolation of affected
systems, limiting downstream damage. Multi-factor authen-
tication should be enforced for all critical services, ensuring
that credential compromise alone does not grant full access.
By investing in these defenses, the likelihood that a single
event will lead to a breach decreases, transforming phishing
from a potentially catastrophic into a manageable incident.

R2: Awareness of personalized phishing. Since general
prevention of phishing emails is unlikely, strengthening de-
fenses on the recipient side is important. Raising awareness of
personalized phishing tactics is a critical step toward reducing
the likelihood of successful attacks. Prior work has shown
that phishing awareness training can be effective [18, 27, 31],

though other studies report limited impact [3, 12, 19]. Despite
these mixed findings, awareness training can form a relevant
component of a defense strategy, particularly in light of the
limitations of automated detection mechanisms. As our study
illustrates, the emergence of LLMs significantly increase the
scalability of spear phishing, requiring awareness programs to
address LLM-based techniques and risks. Educating employ-
ees about the plausibility and personalization of such attacks
can help mitigate their success, though attackers may still
adapt to evade detection.

R3: Managing public-available personal information.
Traditional advice promotes minimizing public personal data;
however, for many institutions—especially universities and
public-sector organizations—removing names, roles, or email
addresses is infeasible due to transparency and operational
needs. Rather than full data obscurity, organizations should
limit unnecessary personal details. While this cannot elimi-
nate spear-phishing risk, it reduces structured, linkable infor-
mation available for scalable abuse.

Conclusion. Together, robust technical controls, updated
educational programs, and careful management of publicly
exposed information are a realistic strategy against LLM-
based spear phishing. While none of these measures alone
can fully mitigate the threat, their combination significantly
strengthens institutional resilience.

8 Limitations

Our study provides new insights into the effectiveness of
LLM-based spear phishing, it has limitations due to its empir-
ical nature. In the following, we discuss their implications for
our findings.

8.1 Selection of LLMs
For all steps of our workflow, we employ local LLMs instead
of more capable models accessible through online services.
This decision follows from our threat model (Section 3.2)
and the privacy requirements of the partner university (Sec-
tion 5.1). As a result, the reported click rates represent a lower
bound on the performance an attacker could achieve with
more advanced models.

To gain an intuition of the difference between local and
cloud models, we conducted a small trial with a select group of
consenting individuals using ChatGPT. The generated profiles
outperformed those produced by the local models, clearly in-
dicating that spear-phishing attacks could be further improved
if an adversary is willing to trade stealthiness for effective-
ness. Furthermore, our study also includes manually crafted
spear-phishing emails, establishing an upper bound on the po-
tential performance of more advanced models. We conclude



that our workflow reaches a middle ground in performance: It
significantly improves attack success compared to traditional
approaches but still falls short of highly refined strategies. Ac-
cordingly, we argue that the reported results offer an essential
and timely perspective on the threat of automatizing phishing.

8.2 Sampling Bias
Our study is conducted at a university and targets partici-
pants with publicly available email addresses. This sampling
strategy introduces potential bias, as we lack demographic
information about our participants so that the observed click
rates may not be generalizable to other institutions or user
groups. However, De Bona and Paci [12] observe no clear rela-
tionship between demographics and susceptibility to phishing.
Furthermore, our target university conducts regular phishing
awareness training, which likely influences user behavior and
may result in lower susceptibility compared to targets without
such training. Consequently, our results cannot be readily ex-
trapolated to other institutions or demographic groups easily.

Another source of potential confounding factors arises from
the selection of email topics and sender profiles, which were
all framed within a university-related context. This contextual
alignment may influence participant expectations and plau-
sibility judgments, thereby affecting click behavior in ways
that may not transfer to settings with different organizational
norms or communication cultures.

However, the general approach of spear phishing based
on publicly exposed data is not specific to this setting. Since
similar patterns of data exposure exist across many institutions
and user groups, the fundamental attack mechanics are likely
applicable beyond the university context. While individual
click rates may vary, the overall feasibility and threat model
of LLM-driven spear phishing are expected to hold in other
environments.

8.3 Study Briefing
Due to the institutional setup of our study, participants are
informed in advance that a phishing awareness training takes
place. As a result, they are aware that they might receive a
phishing email in the near future. This pre-campaign briefing
could have influenced participant behavior and reduced sus-
ceptibility to the phishing attempts. A related study by Baillon
et al. [4] includes a control group without prior briefing and
finds that the number of clicks on phishing emails is higher
when no warning is given. Based on these results, the click
rates observed in our study likely represent a lower bound
on the potential success of LLM-generated spear-phishing
emails. Given that we already observe a notable increase in
click rates, we conclude that the risk posed by such attacks
is likely even higher in scenarios without prior warning. The
debriefing, which was conducted after the study, should not
have any impact on the results.

9 Conclusion

With this study, we contribute a missing piece to the inves-
tigation of LLMs in the context of phishing. In contrast to
the vast body of prior work focusing on improving generic at-
tack strategies, we demonstrate that LLMs enable large-scale
personalization of phishing. By doing so, we substantiate
anecdotal evidence from the community and clearly quantify
its practical impact: Large-scale spear phishing is feasible
and noticeably improves attack success rates compared to all
other automated approaches. While human-crafted attacks
still outperform those generated by LLMs, it is evident that
automated attacks become a tangible and growing threat.

Even more concerning, our study makes several assump-
tions that limit the performance of the automated attacks,
for example, by considering only local models, briefing par-
ticipants in advance, and focusing on users already trained
through awareness campaigns. We must therefore conclude
that in other environments, the reported click rates are likely
higher and the impact of personalization even greater. With the
proposed recommendations, we hope to mitigate this threat,
but we must ultimately acknowledge that the impressive lan-
guage capabilities of LLMs benefit attackers by enabling the
automation of phishing campaigns that were previously con-
sidered infeasible. This threat is unlikely to diminish unless
the inherent security shortcomings of email as a medium for
communication and data exchange are addressed.

A Ethical Considerations

Our study involves sensitive personal data as well as experi-
ments with human participants and therefore requires careful
consideration of ethical and legal aspects. The target univer-
sity and our research institute do not operate an Institutional
Review Board (IRB), as is common in Europe. However, we
followed established best practices and all applicable laws to
avoid harm to participants and to protect personal data.

Stakeholders We identify the following relevant stakehold-
ers in our setup: the administration, security officer, and the
personnel council of the target university, the privacy officers
of our institute and the target university, the participants of
our study and the society and organizations in general.

• Privacy (privacy officers) Under European privacy regula-
tions, our research required approval from the data protec-
tion officers of both institutions, which was obtained. The
design of data processing and storage was developed in
close consultation with them. All data collection, process-
ing, and storage comply with the GDPR and relevant state
privacy laws.

• Compliance and security (administration and security offi-
cer) The study design was reviewed by the university’s se-
curity officer and administration (including the presidency),



ensuring compliance with all institutional requirements.
This guarantees that our experiment aligns with institutional
regulations and does not compromise the security of the
target university.

• Ethics (personnel council and participants) The phishing
trainings conducted at the target university were approved
by the administration and personnel council, an elected
body responsible for ensuring fair, safe, and ethical work-
ing conditions. The council approved the mandatory nature
of the awareness training, including the fact that partici-
pants could not withdraw from it as part of the university’s
security measures.

• Impact (society and organizations) By demonstrating how
LLMs can scale and personalize spear-phishing attacks,
our study raises awareness of as security threat that affects
organizations and the whole society. Understanding these
risks contributes to societal resilience, as institutions can
better prepare defenses, improve training, and adapt policies
to evolving adversarial capabilities.

Avoiding harm to participants To evaluate the effective-
ness of LLMs in generating spear phishing emails, we embed
our study within an existing institutional phishing awareness
campaign. This integration ensures that no significant de-
viation from established procedures occurs and minimizes
potential harm to participants. Because these campaigns are
mandatory for all employees, informed consent is not ob-
tained. This aligns with institutional policies that prohibit
opt-outs for security reasons. We consider this exception ethi-
cally justified under the principle of beneficence in the Menlo
Report [21], as our approach introduces minimal additional
risk: generic phishing emails would have been sent regard-
less, and all personalized emails are manually reviewed. To
reduce potential emotional distress, the phishing awareness
campaign was announced to participants in advance, and a
debriefing was provided upon completion. To avoid reputa-
tional harm, only anonymized click-rate data were collected,
and no participant was individually identified or penalized.

Protecting private data Protecting participant privacy is a
central ethical priority. In coordination with both data privacy
officers, of our research institution and the target university,
we implement safeguards to ensure compliance with the Euro-
pean General Data Protection Regulation (GDPR) [13] and all
applicable national and state laws. All personal data, includ-
ing email addresses and user profiles, are stored and processed
locally on secured servers and are permanently deleted once
the study concludes. Individual identities are never linked to
outcomes in the click-rate analysis. Although our university
does not operate an IRB, all procedures are reviewed inter-
nally and align with institutional data protection protocols
and ethical standards.

Limiting misuse of results Our research shows that LLMs
can generate realistic, targeted phishing emails, demonstrat-
ing the feasibility of a new class of attacks. While this raises
concerns about potential misuse, we argue that the societal
benefits of improved awareness and defensive readiness out-
weigh the risks. To minimize dual-use harms, we deliberately
refrain from releasing the code used to generate phishing con-
tent. As discussed in Appendix B, this decision reflects our
assessment that the tool has limited benign applications but
could be readily exploited by adversaries.

Withdrawal and anonymization Due to the study design,
participants could not withdraw, as click rates were collected
anonymously. This approach was required by the person-
nel council to ensure that individuals were not linkable to
phishing attempts and could not be subject to retaliation for
insecure email behavior. As this condition was mandatory for
conducting the awareness trainings, an opt-out process during
debriefing, while desirable in principle, was not feasible.

Consequently, our study required a careful balance between
privacy protection, research ethics, and institutional require-
ments. The main ethical challenge lay in the tension between
permitting participants to withdraw and the need to avoid any
link between individuals and phishing results. Allowing with-
drawal would have required storing identifiable data, which
directly conflicted with the requirement for anonymity. The
study design therefore prioritized anonymity as the higher eth-
ical objective, given the workplace context and the potential
negative consequences of exposing employees.

Future impact Our work reveals a security threat posed
by automatically personalized phishing emails. By raising
awareness of this threat and proposing countermeasures, we
expect that our work contributes positively to the security of
email users. Because we do not publish the code, we also en-
sure that misusing the results is not trivial and that conducting
similar attacks requires notable effort.

Regarding the study design, we identify a trade-off between
anonymization and the possibility of participant withdrawal.
This ethical tension must be carefully re-evaluated on a case-
by-case basis in future work on personalized phishing, as
no normative priority exists between these objectives. Our
design should not be viewed as a general template but rather
as one possible compromise between conflicting ethical and
institutional requirements in our setting.

B Open Science

To support reproducibility and foster transparency, we pro-
vide in the appendix all prompts used. These materials allow
researchers to assess our study and, if desired, generate per-
sonalized examples by executing the prompts with their own
data. Since our primary focus lies on measuring click rates



rather than dissecting the internals of the generation pipeline,
we consider this level of detail sufficient to evaluate our con-
tribution.

Due to the privacy considerations and ethical constraints
discussed in Appendix A, we cannot publicly release the
primary research artifacts. First, our study involves sensitive
information from human participants, and sharing the data
would violate participant privacy and the terms of our data
protection agreements. Second, the developed code takes an
email address as input and generates a personalized phishing
email. Releasing this tool would pose risks, as it could be
directly misused by cybercriminals and malicious actors.

While we acknowledge the importance of reproducibility,
we believe that the potential harms of public release outweigh
the benefits. Nevertheless, we are prepared to share the code5

under controlled conditions with official security institutions
and academic collaborators conducting related research. Such
access will be granted only upon request, following appro-
priate ethical review and under confidentiality agreements.
In summary, although we cannot release the full dataset and
code artifacts, we provide detailed prompts, methodology, and
technical descriptions to ensure that the study’s validity and
research contributions can be independently assessed.
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C Detailed Result Breakdown

In addition to the results presented in Section 6, Table 5 re-
ports the measured click rates for all phishing approaches,
subgroups and aggregated results of our study.

Table 5: Overview with delivered and clicked emails for all of
our phishing approaches and profile subgroups. The clicked
percentage refers to the delivered emails.

Delivered Clicked
Phishing approach # % # %

Spear (LLM) low 1 073 96.5 % 136 12.7 %
Spear (LLM) medium 1 062 96.3 % 128 12.1 %
Spear (LLM) high 1 042 95.2 % 66 6.3 %
Spear (LLM) all subgroups 3 177 96.0 % 330 10.0 %

Spear (Manual) 99 99.0 % 24 24.2 %

Generic (LLM) low 92 92.0 % 7 7.6 %
Generic (LLM) medium 83 83.0 % 6 7.2 %
Generic (LLM) high 89 89.0 % 5 5.6 %
Generic (LLM) all subgroups 264 88.0 % 18 6.0 %
Generic (LLM) w/o result 1 471 78.9 % 47 3.2 %

Generic (Manual) low 91 91.0 % 3 3.3 %
Generic (Manual) medium 98 98.0 % 6 6.1 %
Generic (Manual) high 94 94.0 % 5 5.3 %
Generic (Manual) all subgroups 283 94.3 % 14 4.7 %
Generic (Manual) w/o result 1 635 87.6 % 65 4.0 %

All Generic (LLM) 1 735 80.1 % 65 3.7 %
All Generic (Manual) 1 918 88.6 % 79 4.1 %

All Spear 3 276 96.1 % 354 10.8 %
All Generic 3 653 84.3 % 144 3.9 %

Total 6 929 89.5 % 498 7.2 %

D LLM Selection Details

In the following, we provide technical details on the target-
profiling and email-generation steps of our workflow.

Target profiling — Information filtering. We evaluate sev-
eral LLMs on a sample of 100 email addresses, each paired
with five webpages. Selection criteria include runtime feasibil-
ity and extraction quality. As shown in Table 6, smaller mod-
els often fail to produce meaningful outputs. The mid-sized
llama3.2:3b model with three billion parameters offers
substantial improvements in extraction quality while main-
taining practical inference times. Larger models yield only
marginal gains at significantly higher cost. Based on this, we
select the llama3.2:3b model for this step.

Target profiling — Profile generation. As for the profile
generation there is only one query per email address and
this is a crucial step, the costs of a longer runtime might be
worth the improvement. The results are shown in Table 7.
deepseek-r1:14b provides the most contextually accurate

Table 6: LLM runtime for information extraction (100 emails)

Model Time Model Time

deepseek-r1:14b 02:14:39 gemma3:1b1 03:01:29
deepseek-r1:7b 01:18:17 gemma3:4b 00:43:13
deepseek-r1:1.5b 00:42:02 gemma3:12b 01:22:39
phi4:14b 01:24:03 mistral:7b 00:44:18
llama3.2:1b 00:08:53 llama3.2:3b 00:18:14
1 Did not consistently return valid output within the timeout threshold.

and complete results. Although it had the longest runtime
among the models we tested, this step only needs to be exe-
cuted once per email address, making the cost manageable.
Given the critical role of profile quality in shaping the ef-
fectiveness of personalized phishing messages, we select the
model that delivers the highest semantic precision.

Table 7: LLM runtime for profile generation (100 emails).

Model Time Model Time

deepseek-r1:14b 00:43:18 gemma3:12b 00:13:04
deepseek-r1:7b 00:24:15 gemma3:4b 00:12:39
deepseek-r1:1.5b 00:11:06 gemma3:1b 00:05:31
phi4:14b 00:23:10 mistral:7b 00:10:38
llama3.2:1b 00:02:54 llama3.2:3b 00:07:22

Email generation — Sender selection. For this step, which
is only performed once per email address, a parsable output
must be generated reliably. To ensure robustness, we evaluated
various models on a sample of 100 target profiles, focusing on
their ability to produce semantically valid sender choices.
llama3.2:1b demonstrated strong performance with a
100 % success rate, while the larger version, llama3.2:3b,
encountered issues in certain instances (see Table 8). We de-
cided to conduct a second test of llama3.2:1b using 100
additional samples, which represent the first instances of error.
Following phi4:14b was selected for the sender selection.

Table 8: LLM runtime and success for sender selection (100
emails).

Model Time ✓% Model Time ✓%

deepseek-r1:14b 1:23:38 89 % gemma3:4b 0:04:22 92 %
deepseek-r1:7b 1:13:19 66 % gemma3:12b 0:04:51 99 %
deepseek-r1:1.5b 0:41:21 65 % gemma3:1b 0:16:43 9 %
phi4:14b 0:24:35 100 % mistral:7b 0:06:15 97 %
llama3.2:1b 0:03:26 100 % llama3.2:3b 0:03:57 97 %

Email generation — Email composition. To select the
most suitable model, we conducted a blind human evaluation
involving 10 internal volunteers. Participants rated email sam-
ples from each model based on plausibility, tone, and align-
ment with the target profile. From these ratings, we selected
the fine-tuned version of phi4:14b for email generation.



E Questionnaire and User Feedback

In addition to the description in Section 5.3, we provide fur-
ther details on the user study conducted with the participants.

Questionnaire. Here, we provide the questionnaire used to
collect user feedback after participants clicked on a phishing
link in our study. For each category, we list the instructions,
statements and available options.

Plausibility Scale

Question: Was the content of the email generally plau-
sible? Does the information in the email fit your current
situation?

Options: 6-point Likert scale from very plausible to very
implausible.

Social Engineering Scale

Instruction: Please indicate to what extent you agree with
the following statements about the email.
– The email had a personal connection to me.
– I receive emails with this kind of content frequently.
– I suspected something was wrong.
– I felt pressured by the email.

Options: 5-point Likert scale from strongly agree to
strongly disagree.

Motivation Scale

Instruction: Please evaluate each statement individually. I
expected by clicking the link to...

– avoid problems. (Negative)
– do something good. (Positive)
– fulfill my duty. (Task)
– check off another task. (Task)
– follow my curiosity. (Interest)
– save money. (Positive)
– get praise. (Positive)

Options: 5-point Likert scale from strongly agree to
strongly disagree.

Questionnaire results. Table 9 summarizes the responses
collected during the user study. Additionally, Table 10
presents the aggregated results of the study, including sub-
jective evaluations of social-engineering characteristics, per-
ceived email plausibility, and conveyed motivation for each
email technique. Values are reported as means with standard
deviations, providing an overview of user perceptions across
all experimental conditions. Given the low response rate, we
refrain from detailed analysis and consider the results primar-
ily as descriptive observations covered in Section 6.3.

Table 9: Number of participants in the user study

Clicked User Study participants
# # % all % clicked

Spear (LLM) 330 11 0.35 % 3.33 %
Spear (Manual) 24 4 4.04 % 16.67 %
Generic (LLM) 65 2 0.12 % 3.08 %
Generic (Manual) 79 2 0.10 % 2.53 %

Overall 498 19 0.27 % 3.82 %

F Spear Phishing Prompts

In Listings 1 to 4, we present the LLM prompts used in our
workflow for the corresponding pipeline steps described in
Section 4. Within the pipeline, all Jinja2-style variables are
replaced with the corresponding data. Content marked as
“REDACTED” has been removed to protect our anonymity,
and the original line breaks may not be preserved.

Listing 1: Query to extract information from search results
Return the relevant information as text about the
person which owns the email address {{ email address
}}. The information should be extracted from the
content of a website, which might also contain
irrelevant parts like headers and footers. Focus on
the information like the name, interests, affiliated
institutions and more that are useful for a profile.
Be as details as you can. If you are not confident
don’t include the information. Try include information
about preferred language, either english or REDACTED,
if possible. Don’t ask for any feedback. Do not
include any extra text or markdown formatting. The
output should have at most 1000 characters.

Here is the content from the website:
‘‘‘
{{ content from the website }}
‘‘‘

Listing 2: Prompt to generate user profiles
Return a very detailed profile as text of the person
which owns the email address {{ email address }}. The
profile is used to write an email targeted to the
person. Therefore further down is information from web
search results, but it’s not sure that they are
correct. The JSON Key ground_truth tells you, that you
can be sure, that the content belongs to the person.
Identify which websites are reliable and prefer
information from them. The information about the
person are given to you from 5 websites. Filter the
websites based on relevance, source credibility and
redundancy. Discard irrelevant information and give me
directly the result. Try what is the preferred
language of the person, either english or REDACTED, if
possible. Don’t create a script. Do not include any
extra text or markdown formatting.

Here is the first content from the websites:
{% for extracted_content in websites %}
‘‘‘
{{ extracted_content }}
‘‘‘



Table 10: Results of the user survey. Scores range from from 1 (very implausible) to 6 (very plausible) for plausibility, and 0
(strongly disagree) to 5 (strongly agree) for social engineering and motivation.

Metric Spear (Manual) Generic (LLM) Spear (LLM) Generic (Manual) Overall

Plausibility (1–6) Responses 2 4 11 2 19
Plausibility 5.00±0.00 4.75±0.50 4.09±0.83 2.50±2.12 4.16±1.07

Social Engineering (0–5)

Responses 4 3 19 2 28
Personalization 5.00±0.00 2.67±0.58 4.11±1.24 2.50±0.71 3.96±1.26
Similarity to usual emails 2.75±0.96 3.33±1.16 3.05±1.22 3.00±0.00 3.04±1.11
Suspicion 2.75±0.50 2.33±2.31 3.63±1.30 3.00±2.83 3.32±1.44
Pressure 2.25±1.89 1.00±0.00 1.79±1.13 2.00±1.41 1.79±1.20

Motivation (0–5)

Responses 4 2 14 1 21
Positive gain 1.42±0.83 2.33±0.00 1.66±0.69 1.00±0.00 1.65±0.70
Negative avoidance 1.75±1.50 1.00±0.00 1.42±0.65 1.00±0.00 1.43±0.81
Interest 2.25±1.50 3.50±2.12 4.00±1.11 1.00±0.00 3.47±1.47
Task fulfillment 2.00±1.41 4.00±1.41 2.42±1.20 3.00±0.00 2.52±1.28

{% if not loop.last %}Next website:{% endif %}
{% endfor %}

Listing 3: Prompt to select the sender of an email
You are helping select the most suitable sender for an
email campaign. Your task is to read the user profile
below and select the ONE sender from the list who
would be the most **appealing and relevant** to the
person described - based on their field, background,
or interests. The list contains 12 possible senders in
YAML format. Select ONLY ONE sender that best matches
the profile. In description there is a few information
about the sender for you to decide. The output should
be formatted as a JSON instance that conforms to the
JSON schema below.

As an example, for the schema {"properties": {"foo":
{"title": "Foo", "description": "a list of strings",
"type": "array", "items": {"type": "string"}}},
"required": ["foo"]}
the object {"foo": ["bar", "baz"]} is a well-formatted
instance of the schema. The object {"properties":
{"foo": ["bar", "baz"]}} is not well-formatted.

Here is the output schema:
‘‘‘
{"properties": {"sender_email": {"description":
"sender email", "title": "Sender Email", "type":
"string"}, "sender_institution": {"description":
"sender institution", "title": "Sender Institution",
"type": "string"}, "sender_name": {"description":
"sender name", "title": "Sender Name", "type":
"string"}, "sender_description": {"description":
"sender description", "title": "Sender Description",
"type": "string"}}, "required": ["sender_email",
"sender_institution", "sender_name",
"sender_description"]}
‘‘‘

Here is the profile:
‘‘‘
{{ profile content }}
‘‘‘

Here is the sender list:
‘‘‘

{{ list of senders }}
‘‘‘

Listing 4: Prompt to generate a phishing email
Given the profile below, write a short, appealing
email to that person. The email should include a link,
naturally increasing the person’s interest in
exploring it - without explicitly asking them to click
or using words like "click". Use the profile to tailor
the email. It should:
- Be creative, relevant, and professional
- Sound natural and trustworthy, not like spam
- Reflect how the link content aligns with the
person’s background or interests
Avoid exaggerated praise. Do not describe students or
early-career researchers as "leading experts" or
"pioneers". Keep the tone respectful but realistic,
especially for formal institutions like IEEE.

Email guidelines:
- Max length: 4000 characters
- Use the placeholder ’{{link}}’ (with double ’{’
curly braces) for the link
- Include ’{{link}}’ exactly once in the email
- Language should be either english or REDACTED
- Only use the language that is given as language for
the sender
- Prefer the language that is named first at the
sender, if you are unsure with your given information.
- The subject line must be short, engaging, and avoid
including the recipient’s name
- Vary the formulation across outputs to avoid
repetition (do not always use the same sentence
structure or tone)

You are the following given sender:
‘‘‘
{{ selected sender }}
‘‘‘
The output should be formatted as a JSON instance that
conforms to the JSON schema below.

As an example, for the schema {"properties": {"foo":
{"title": "Foo", "description": "a list of strings",
"type": "array", "items": {"type": "string"}}},
"required": ["foo"]}



the object {"foo": ["bar", "baz"]} is a well-formatted
instance of the schema. The object {"properties":
{"foo": ["bar", "baz"]}} is not well-formatted.

Here is the output schema:
‘‘‘
{"properties": {"body": {"description": "email body",
"title": "Body", "type": "string"}, "subject":
{"description": "email subject", "title": "Subject",
"type": "string"}, "language": {"description": "the
language of the email", "title": "Language", "type":
"string"}}, "required": ["body", "subject",
"language"]}
‘‘‘
Here is the profile of the target person:
‘‘‘
{{ profile content }}
‘‘‘

G Generic Phishing Prompts

We prompted GPT-4o to generate an email for our LLM-based
generic phishing approach. In Listings 5 and 6, we present
the prompt used and the corresponding response. The prompt
was executed only once, without any additional prompt engi-
neering. Mail 3 in Listing 6 was selected in our study.

Listing 5: Prompt to create phishing mail from ChatGPT
For a phishing awareness training i want you to
propose 3 different phishing mails for me. The Mails
should be targeted to the REDACTED. The Mail should
fit for all kind of employees of the university, so
scientific, administrative and teaching employees. As
examples i could imagine something like an invitation
for a participation as a REDACTED. The Mail should
contain {{link}} as placeholder for a link. A sender
is: REDACTED

Listing 6: Response with phishing mails from ChatGPT
Mail 1:
‘‘‘
Dear colleagues,

As part of the university’s forward-looking initiative
"REDACTED", we are pleased to invite all staff members
to contribute ideas and feedback in an exclusive
workshop series designed to define our strategic goals
for the coming decade.

This is an opportunity to actively shape the
university’s direction in research, teaching, and
administration.

To participate, please confirm your spot using the
following registration link:

[Register here]({{ link }})

Places are limited, and registration closes in 3 days.

Best regards,
REDACTED
‘‘‘

Mail 2:
‘‘‘
Dear REDACTED Employee,

To ensure alignment with institutional goals and
digital transformation strategies, all university
staff are required to complete the new internal
training course: REDACTED.

The training consists of three short modules and must
be completed by REDACTED, 2025.

Click here to begin the course:
[Start Training]({{link}})

Completion will be recorded in your staff profile.
Non-participation may affect your access to internal
tools and communications.

Kind regards,
REDACTED
‘‘‘
Mail 3:
‘‘‘
Dear REDACTED Colleague,

We are conducting a short, anonymous survey to better
understand how staff across all departments experience
internal communications at REDACTED.

Your feedback will help us improve how important
updates, tools, and opportunities are shared across
the university.

Please take 2 minutes to complete the survey here:
[Start Survey}({{link}})

All responses are confidential and greatly appreciated.

Sincerely,
REDACTED
‘‘‘

H Manual Generic Phishing

In Listing 7, we present the email created for our manual
generic approach. Its content closely resembles the messages
used in previous phishing awareness training sessions.

Listing 7: Human written phishing mail (translated to English)
Hello,

For security reasons, please change your password for
your Nextcloud access by REDACTED at the latest.

[Change password]({{link}})

If you no longer wish to receive security
notifications or want to change the destination for
security notifications, [click here]({{link}}).

With kind regards
REDACTED
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